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0. Introduction

The stable flow of information and production is the 'lifeline' of an enterprise.

Loss of data, failure of function and production cause extensive and in many cases life-
threatening damage. Therefore, it is the declared company objective to ensure a maximum of
safety and reliability.

RITTAL offers the support to achieve this: By means of universal competence in effective
prevention, comprehensive safety, and centralized organization, i.e. teamwork for IT safety
and reliability! This results are the optimum combination of enclosure monitoring, server
administration, and climate control components.

The solution for enclosure monitoring carries the Name RITTAL CMC-TC. This concept
includes complete physical monitoring of the enclosure, i.e. temperature, humidity, vibration,
smoke, voltage up to complete enclosure locking and access control. All these items of
information are transmitted via SNMP to a management station and can easily be
administered from this point.

The system is rounded off by its modular structure. Basic monitoring can be implemented in
next to no time. When the requirements grow, the system can easily be expanded and can
also be combined with other components of the Rittal production range.

For more comprehensive systems the CMC-TC Master is ready, acting as a central
management station. It can manage up to 10 self-contained monitoring systems via one IP
address in a network. Alarm signals and monitoring-relevant data of the monitoring systems
are centrally collected and partly documented. The data collected and prepared can then be
called over the 10/100 BaseT connection or directly over a KVM console (Keyboard-Video-
Mouse console). The RITTAL SSC console is suited to this purpose. In addition, the Master
can be connected to a KVM switch.

The significant features of the RITTAL CMC-TC Master are:

e (Central administration of larger enclosure monitoring systems in interlocked networks or

stand-alone

Ethernet network connection 10/100BaseT

Central web server for configuration

Local administration via KVM console (2xPS/2 and VGA connection)

Maximum expansion:

Up to 160 temperatures can be measured or

up to 80 doors can be administered

e Total compatibility with RITTAL enclosure monitoring system CMC-TC and with the
RITTAL enclosure system

e (Room) Monitoring by WebCam

RITTAL



1. Safety instructions

o General remarks
O The installation and operating instructions contain basic information for installation,
Rittal |:| 7/ for putting into operation, and for operating the RITTAL CMC-TC Master. It is a
% must to make the instructions available to the installation technician and the

administrative operating personnel and that they should read these carefully.
RITTAL cannot accept liability for personal injury and material damage resulting
from non-observance of the safety advice in the installation and operating
CMC-TC instructions. It is essential to observe not only the general safety advice given
in this chapter, but also the special safety advice given in the other chapters.

Personnel qualification and authorization
Operation and any changes may be carried out only by authorized specialist
personnel or by authorized trained operating personnel.

%)

N
v

Risks due to non-observance of safety advice

Non-observance of the safety advice may result in risks for the personnel, as well
as to the RITTAL CMC-TC Master together with the connected equipment. Non-
observance of the safety advice involves loss of the right to claim for all and any
damages.

o =

Working at the CMC-TC
P The generally applicable electrical regulations of the country in which the unit is
/ installed and operated must be observed, just as the existing national regulations
for the prevention of accidents and any internal rules (work, operating, safety
regulations) issued by the operator. Prior to working at the unit this must be
disconnected from the supply and secured against being switched on again.
Original accessories and accessories authorized by the manufacturer ensure
safety. The use of other parts may make void the liability for consequences
Q resulting from this. Repair work at the unit may be done only by RITTAL or by
authorized personnel.

9 Operating reliability

min | The operating reliability of the unit supplied is only warranted in case of use as
intended and according to the rules. The limit values quoted in the technical data
(see Appendix B Technical data) must not be exceeded under any
circumstances. This applies particularly to the allowed ambient temperature range
and the allowed IP protection category. For applications with a higher specified IP
protection category the Rittal CMC-TC must be installed in an enclosure of a
higher IP protection category, complying with the specified protection category.
Operation of the CMC-TC system in direct contact with water, aggressive media,
or inflammable gases and fumes is prohibited.

IPxx

max

=

LD
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2. Service and Service Address

If you have any questions concerning technical or other issues related to our product range
RITTAL will of course support you. You may contact us by e-mail or via the address or phone
and fax numbers indicated below.

RITTAL GmbH & Co. KG
PM IT-Service
Auf dem Stitzelberg

D-35745 Herborn
Germany

http://www.RITTAL.de

Email: INfO@RITTAL.de Caution: please always specify the article number in
the reference line!

Phone: +49 (0)2772/505-0
Fax: +49 (0)2772/505-2319

Further information and the updated operating instructions for the RITTAL CMC-TC Master
are ready for downloading from the RITTAL homepage.

RITTAL



3. CMC-TC Master

3.1 Description

The RITTAL CMC-TC Master is a function block making the administration, co-ordination,
documentation, and alarm indication of the monitoring system CMC-TC more comfortable
and supporting additional functions. The configuration is consisting of an Embedded Linux
PC with integrated 10-fold hub in the 1 U 482.6 mm (19”) enclosure, to which up to 10
processing units can be connected. An integrated 10/100 BaseT interface (Ethernet
interface) allows the Master to integrate the connection into the network environment of the
company. The Master can be operated off the network using the console connections
(2xPS/2, 1xVGA). This means the Master can be accessed locally or via the network.

A visible or audible alarm can be implemented using the integrated alarm relay.

The CMC-TC Processing Units are linked up by Cat5 cabling with the CMC-TC Master
installation. The data connection into the network is made via the Embedded-Linux PC. To
guarantee the connection to the network is secure, 128-bit SSL encryption is integrated.
Access to the integrated web browser of the Master is possible through a standard browser
(Internet Explorer, Mozilla Firefox, etc.). The CMC-TC Master supports the TCP/IP, SNMP,
TELNET (TeraTerm), SSH and HTTPS protocols.

The network protocols are used for communication (password and status query, switching
commands, and alarm signals) between the CMC-TC system and the authorized users in the
network (network, internet and intranet).

See Appendix C Functional diagram

The Rittal CMC-TC Master is platform-independent as long as the platform has a network
connection and a web browser available. The SNMP functionality is also platform-
independent and must support the SNMP V1.0 network management protocol. In addition,
the CMC-TC Master supports the Standard-MIB Il. The private MIB is part of the scope of
supply; see CD Rom (CMC-TC-Master.MIB).
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3.2 Design

The Master is delivered in a 482.6 mm (19”) aluminum enclosure. The Master is based on an
embedded Linux PC with integrated 10-fold hub. For future further development of the
Master, several interfaces such as PCMCIA, serial, infrared and sound interfaces are
preconfigured.

At the front the various status conditions like alarm status, network connection, and
connected monitoring systems are shown by 13 LEDs. The functions are described in detalil
in Appendix G 1 Display and operating elements enclosure.

The IEC mains connection is located on the rear side of the Master. The power pack is
integrated into the Master enclosure. The IEC connection cable is available in various country
versions and must be chosen according to the country-specific specifications (see Appendix
A1 Scope of supply/Accessories — Master).

A connection point is available to ground the enclosure of the Master.

All important operating parameters (e.g. application limit, temperature and humidity, etc.) are
described in more detail in Appendix B Technical data —Master.

RITTAL



3.3 Functions

The functions of the RITTAL CMC-TC Master are focused on the management of up to 10
Processing Units and of the components connected to these, such as sensors, access
controls, and climate control components. These functions are administered and controlled
by means of the protocols listed below:

e Terminal programs
e through serial interface RS232: e.g. Hyperterminal
¢ in Ethernet network: e.g. through TELNET (Tera Term), SSH
e SNMP V1.0, compatible with the usual management systems
e HTTPS
e TFTP

Optional:

e WebCam support (USB version) up to 2 units (see Appendix A 1 Scope of supply
accessories — CMC-TC Master)

See Appendix C 1 Functional diagram

See Appendix | 1 Operation of CMC-TC Master by browser

The more detailed description of the software functions is given in Appendix J 1 Software
functions, and also the explanation of the layout of the table structure as follows.

Position Call of menu Description of software functions Function is supported
items in ... by ...
. . Default
Possible action ex works
¢ Settable value range #
- |To-Do Software function Value [Factory setting | _
.E range s
Qe £
= = A
© > >0 [ =
oI I |~ |m
0 Loain
0.1 Querv User name see table below. oo o
0.2 Querv Password see table below. oo o
1 Network confiauration
1 |1.1.1 [Settina I[P Address 192.168.30.100 (@ (@ |@®
2 |1.1.2 |Settina I[P Subnetmask 255.255.255.0 |@ |@ | @
3 |1.1.3 |Setting IP_ Router 0.0.0.0 LBLAL)

For complete list, see Appendix J 1 Software functions
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4. Assembly

The Rittal CMC-TC Master is mounted in the 482.6 mm (19”) level of a 482.6 mm (19”) rack.
Attention must be paid to maintaining the allowed ambient temperature and humidity ranges,
as well as the IP protection category as required for the specific application. The appropriate
information is given in Appendix B Technical data. Compliance with a higher required IP
protection category can be achieved by installation in an enclosure or enclosure system
having the required protection category.

In addition, the following points must be observed:

= When using accessories in connection with the RITTAL CMC-TC, the installation and
operating instructions for the accessories and for the RITTAL CMC-TC must be observed.

= Repair work on the RITTAL CMC-TC may be carried out only by authorized specialist.

= The number of RITTAL CMC-TC Masters in the network is optional, assuming that there
are sufficient free IP addresses available.

= In case of modification at or inside the enclosure, e.g. installation of a new CMC-TC
monitoring component, it is a must to observe the operating instructions of the enclosure.

4.1 Mechanical components

Note: The RITTAL CMC-TC Master can be mounted optionally in the front or the rear
482.6 mm (19") level.

See Appendix D Installation instructions

4.2 Electrical components

Note: During installation the existing national regulations of the country, in which the RITTAL
CMC-TC Master is to be installed and operated, must be observed.

In addition the following points must be observed:

e Existing safety devices must not be put out of action.

e The RITTAL CMC-TC may be operated only with PE conductor connection. The PE
conductor connection is made by plugging in the IEC connection cable. The requirement
for this is that the IEC connection cable is connected on the mains-side with the PE
conductor. The enclosure grounding point must be connected to the potential equalization
of the enclosure system to prevent electric shock due to residual hazardous voltages
following a malfunction.

e The electric supply voltage and frequency must correspond to the rated values given on
the rear side of the device and in Appendix B 1 Technical Data.
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11

e Prior to working on the RITTAL CMC-TC this must be made voltage-free and secured
against reclosing. Furthermore, the absence of electrical power must be checked.

e (Cable clamping and protection is made by means of commercial cable ties at the casing
or enclosure used.

See Appendix E 1 Electrical connection: CMC-TC master

5. Start-up

Note: The RITTAL CMC-TC is an independent system without mains switch and
automatically loads the firmware (operating system) into the main memory when the mains
voltage is connected.

Please follow the steps set out in Appendix F 1 Check list Commencing operation.

See Appendix F 1 Check list Commencing operation of CMC-TC Master
See Appendix E 2 Configuration of serial interface RS 232

6. Operation
The RITTAL CMC-TC can be operated by means of the following devices:

= Terminal program by serial connection, e.g. Hyperterminal, this operating mode
necessitates a direct connection between the PC operator workstation and the CMC-TC
Master Intended use: First startup.

= Terminal program by network connection, e.g. TELNET (Tera Term), restricted to the
required network configuration setups.

= Standard browser, affords via a simple graphic surface the more comprehensive
administration of the RITTAL CMC-TC Master using service-proven, widely used standard
software (browser). Recommended for the administrator and the user.

» Professional management software, as e.g. HP OpenView and others, see operating
instructions for the corresponding management software.

See Appendix G 1 Display and operating elements enclosure
See Appendix H 1 Display and operation by terminal program
See Appendix | 1 Operation of CMC-TC Master by browser
See Appendix J 1 Software functions
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7. Fault messages
Note: By means of the fault messages it is possible to read from the summary of fault
messages (see Appendix K 1 Fault messages) the kind of the current fault as well as the
cause and measures to be taken.

See Appendix K 1 Fault messages

8. Maintenance
The RITTAL CMC-TC is a maintenance-free system which must not be opened for

installation or during operation. If the housing or any of the accessory components are
opened, all warranty and liability claims will become void.

9. Cleaning

In case of dirtiness, the CMC-TC Master can be wiped clean using a slightly moist cloth. The
use of aggressive substances or acids for cleaning will cause damage or destruction of the
unit and is absolutely prohibited.

10. Disposal

As the CMC-TC Master mainly consists of the housing and the PCB, the unit is to be
disposed of through electronic waste recycling.

RITTAL
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A 1 Scope of supply/ Accessories — CMC-TC Master DK 7320.000

Supply includes

Item 1: One CMC-TC Master with network interface RJ 45 socket (10/100 BaseT)
Item 2: Captive nuts and bolts M6x14 (4x ea.)
ltem 3: CD ROM File name
= MIB Il Management Information Base Il CMC-TC-Master.MIB
» QOperating instructions German: A29669 xx_IT74_G.pdf
English: A29669 xx_IT74_E.pdf
ltem 4: A startup check list German/English A29668 xx IT 74
ltem 5: Packaging
Accessories
Accessories Description P. of required Model No.
DK
Connection Connection cable IEC connector 1 Yes, 1x 7200.210
cable Country version D
Connection cable IEC connector 1 7200.211
Country version GB
Connection cable IEC connector 1 7200.210
Country version F/B
Connection cable IEC connector 1 7200.213
Country version CH
Connection cable IEC connector 1 7200.214
Country version USA/CDN UL
approved FT1/VW1
IEC extension cable 1 7200.215
Programming Programming cable D-Sub 9 to RJ 1 Yes, max. 1 7200.221
cable 11
Connection Connection cable Master / 4 Optional, max. 1 7320.470
cable Processing Unit Cat5 Cable 0.5 m cable per connected
Network Connect.ion caple Master / 4 Processing Unit 7320.472
Processing Unit Cat5 Cable 2 m (DK 7320.100)
Connection cable Master / 1 Condition: 7320.481
Processing Unit Cat5 Cable 10 m Cable length up to
10 m is sufficient.
WebCam WebCam (USB version) 1 Optional, max. 2 on request
Processing unit | Processing Unit 1 Yes, at least 1 7320.100
max. 10 units

Note: The RITTAL CMC-TC Master can be operated using terminal programs, as e.g.
Hyperterminal and TELNET by SW Tera Term (see Appendix G 2 Display and operation by
terminal program), and also TFTP (is part of commercial operating systems) or a
commercial browser. No further software is required.

RITTAL



B 1 Technical data — CMC-TC Master

Technical specifications
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DK 7320.000

Enclosure Aluminium

Height 1 U, approx. 4.45 cm

Width 482.6 mm (19%), 447 mm

Depth approx. 200 mm

Weight approx. 0.35 kg without packaging

Potential equalization

by enclosure earthing connection at the rear

Earthing

by IEC connection socket (IEC 320) at the rear

IP protection category

IP 40 according to EN 60529

Keys

1x Reset key with contact hazard protection

Front sockets

1x Microphone input (3.5 mm jack)

1x Speaker input (3.5 mm jack)

1x RJ 11 socket (serial interface RS 232)

LED display

3x, (Alarm, 10/100 Mbit/s, Link)

10x, (per Processing Unit that can be connected)

Infrared interface

1x I'DA 1.0 (SIR)

Acoustic display

1x, Piezoelectric signal generator

Temp. application range

+5 °Cto 35 °C/+ 41 F 1o 95 °F

Humidity application range

5 % to 95 % relative humidity, non-condensing

Storage temperature range

-20 °C to 60 °C/ -4 °F to 140 °F

Voltage connection:

Power supply

1x, AC 100 V - 230 V, +/-10% 50/60 Hz

Network connection

1x, RJ 45 socket (Ethernet according to IEEE 802.3, 10BaseT/100BaseT),
shielded

Processing Unit-Ports:

10x, RJ 45 sockets, shielded 10BaseT

Processing Unit connection
cable

Shielded twisted pair patch cable, category 5,
see Appendix A 1 Scope of supply/accessories Processing Unit

Maximum line length ...

..Master to Processing Unit

90 m (UL 3 m)

Output Alarm relays

1x RJ 12 socket, shielded

Type of relay

Potential-free change-over contact

Max. current consumption

1 A with external power connection

Max. voltage

30 V with external power connection

USB interfaces

2x USB sockets, shielded - USB 1.1 -

Console connection:

Keyboard interface

1x PS/2

Mouse interface

1x PS/2

Monitor interface

1x D-Sub 15 socket (HD15) VGA

Serial interfaces:

1x D-Sub 9 - RS 232 — (second port is internally assigned)

PCMCIA-Ports:

2x Type I/l or 1x Type I

Protocols

TCP/IP, SNMP V1.0 (incl. MIB Il), TELNET (by Tera Term), SSH, TFTP, HTTP

with SSL
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DK 7320.000

C1

Central Network Management

Central application in the network

Functional diagram —

System (NMS)

TCP /1P, SNMP,
TFTP, Telnet Uber
Tera Term, SSH,
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DK 7320.000

C 2 Functional diagram — Local operation via console

PS/2 and Monitor:

keyboard, mouse and monitor directly at the RITTAL
CMC-TC Master. Optionally it is possible to install a
Mouse:

Via the console connection it is possible to use a
keyboard-monitor-mouse switch in between.
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DK 7320.000

System (NMS)

TFTP, Telnet Gber
Tera Term, SSH,
TFTP, HTTP

Central Network Management
TCP /1P, SNMP,
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keyboard, mouse and monitor directly at the RITTAL

CMC-TC Master. Optionally it is possible to install a
keyboard-monitor-mouse switch (SSC series) in

Via the console connection it is possible to use a
between.

(Keyboard: PS/2, Mouse: PS/2 and Monitor:

C 3 Functional diagram —
D-Sub15)
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D 1 Installation instructions — Master DK 7320.000
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E 1 Electrical connection: CMC-TC master DK 7320.000

Note: Prior to making the electrical connection of the RITTAL CMC-TC Master it is
indispensable to observe the notes in Chapter 4.2 Electrical components.

1. Connection Network connection

Pra The network connection is made by means of network cable
10BaseT/100BaseT ™ with RJ 45 connectors into the existing Ethernet network
' structure (by client) (see photograph on left).
After connecting the supply voltage, the Link LED on the front
lights up green for a 10 Mbit connection and orange for a 100
i=1 Mbit connection. When data is exchanged, the Link LED
starts to blink.

It is possible to connect up to 10 Processing Units to a
Master. The connection between the Master and the
individual Processing Units is made via network cable
Cat5. One network cable is required per Processing Unit.
A 10 port 10BaseT hub is integrated into the RITTAL
CMC-TC Master to connect the Processing Units (see the
figure on the left). When the Master is connected to the
power supply, the status LEDs of the 10 port hub are lit
on the front of the Master.

The preinstalled PS/2 and VGA interfaces are for a
monitor, mouse and keyboard console that can be
operated locally.

Note:

D-Sub15
monitor connection| The mouse and keyboard must be connected before

the Master is booted since these components are not
‘ detected once the Master is running. Plugging in
-components to the PS/2 interfaces during operation
can damage the interfaces.

o

PS/Keyboard connectidn .

RITTAL
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E 1 Electrical connection: CMC-TC master DK 7320.000

4. Connection Alarm relay (potential-free changeover contact)

Note: The master unit can be set by the definition of alarm
actions so that the alarm relay is actuated with arbitrary
sensor states set by the user. The alarm relay remains

" actuated as long as such a state exists.

With the actuation of the alarm relay the alarm LED on the
front of the master unit is switched to red.

‘Y The alarm relay is connected through the RJ 12 sockets
using RJ 12 connectors. The technical specification of the
alarm relay is shown in Appendix B1 Technical data, which
you must not exceed for technical and safety-relevant
reasons. The assignment of the alarm relay is made by
software parameterization, see Appendix 1 1 Operation
CMC-TC by browser. The internal circuitry of the alarm
relay is shown below.

Spannungsbeschaliung \ power circuif

extern \ external
max. DC 30 V tMC - TC Note: The alarm relay enters the

max. 1A Master release condition as soon as the
master is on mains voltage. In case of
mains failure the alarm relay drops out

A\ L a F m once, triggering an alarm. Using this
function it is possible to implement an

24 0C on-wire message, e.g. to a central
gf | — station.
g:? — —
R

The enclosure earthing is to be connected to the
potential equalization of the enclosure system. For this
. purpose an earthing pin is provided at the rear side of
the enclosure. The earthing conductor is not part of the
scope of supply. The power supply of the Master is
made by a country-specific IEC cable, as named in
Appendix A1 Scope of supply/Accessories. The
integrated power pack is to be used exclusively for the
voltage supply of the CMC-TC Master!

When on voltage, the Master automatically starts the
RQot procedure.

6. WebCam connection using USB cable

The connection cable of the RITTAL WebCam is plugged in directly in a vacant USB port of the RITTAL CMC-
TC Master. Up to 2 Rittal WebCams are supported.
Maximum admissible cable length: 5 m.

RITTAL



E 2 Configuration via serial interface RS 232

The serial data transmission to the RITTAL CMC-TC
Master is made via the RS 232 interface, which is
provided as RJ 11 front socket. The programming cable
(see Appendix A1 Scope of supply/Accessotries)
connects the front socket RJ 11 and a vacant available
Com-Port of the Notebook or PC.
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The procedure with the Terminal program
Hyperterminal, which is part of the
Microsoft Windows 2000 operating system,
is shown by way of example.

Start by Windows Start button...
<Programs><Desk accessory>
<Communication>
<Hyperterminal><HyperTerminal>

Another window opens:

1. Enter name

2. Assign symbol for connection
3. Select connection via Com-Port

The characteristics of the selected Com-
Port are scanned once automatically.

Set the following parameters:

Transmission rate: 9600 bits per s
Data bits: 8

Parity: None

Stop bits: 1

Protocol: None

Note: The standard level range must be
maintained for the RS 232 interface.

Start screen under Hyperterminal
following input of CMC-TC PU login:

1. Enter user name: cmc¢
2. Enter password: cmc

Changing the work's default settings in
1. A Change User Passwords

If the display on the left does not appear,
activate the Enter key once. Then the window
becomes visible.

RITTAL
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E 3 Setting up of the CMC-TC Processing Units
for operation with the Master DK 7320.000

Before the first startup, several settings must be made at the connected Processing Units
which are described below. These settings should be made for each Hyperterminal and serial
cable 7200.221. Please note that several settings will become effective only after renewed
booting of the Processing Units. You can access restart of the PU | via menu item 1. F
Activate Actual Values, and for the PU Il via menu item 1. E.

1. Setting the IP address of the Processing Units

The Master unit can administer the connected Processing Units only if these have an IP
address from the range 192.168.40.1 to 192.168.40.10. Double assignment of IP addresses
is not allowed and can cause the system to crash. The entry is made by using the software
Hyperterminal in menu item 1.1.1 IP Configuration, see also Installation and operating
instructions of the Processing Unit.

2. Assignment of Subnet Mask, 255.255.255.0

The Subnetmask with the IP Address 255.255.255.0 must be entered on each Processing
Unit. The entry is made by using the software Hyperterminal in menu item 1.1.2 IP
Subnetmask, see also Installation and operating instructions of the Processing Unit.

3. Deactivating the DHCP function

The DHCP function with the Processing Units must be deactivated. The entry is made by
using the software Hyperterminal in menu item 1.1.4 IP Enable/Disable DHCP, see also
Installation and operating instructions of the Processing Unit.

4. Entering receiver of alarm messages (Traps)

With the physical connection between Processing Unit and Master the Trap Receiver
Address is entered automatically in the Processing Units. This address must not be changed
subsequently. Entry is made in menu item 1.2 (Hyperterminal).

5. Setting of access authority only by SNMP

The exclusive access authority by SNMP must either be deactivated or assigned.
Deactivation is by settings (standard settings) '0.0.0.0".

The exclusive assignment of the SNMP access authority is by setting of IP address
'192.168.40.100'. The settings are made at the Processing Units by software Hyperterminal
in menu item 1.3 SNMP Access.
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E 3 Setting up of the CMC-TC Processing Units DK 7320.000
for operation with the Master

If any other IP addresses are registered, the CMC-TC Master will not be able to find or
administer the connected Processing Unit or connected Processing Units with the incorrect
entries.

6. Read and write authorization

The Read/Write Community entries of the Processing Unit must all be on the standard
settings “public”. Otherwise, there is no data exchange between the CMC-TC Master and
the Processing Units. The entries can be changed by software Hyperterminal in menu item
1.6 Read Community and 1.7 Write Community.

7. Telnet access

If branching is intended from the CMC-TC Master to the connected Processing Units by
Telnet-Access, the Telnet function must be cleared with each Processing Unit.

The corresponding entry is made by software Hyperterminal in menu item 1.E Enable/Close
Telnet for Processing Unit | and in menu item 1.D Enable/Disable Telnet for Processing
Unit Il. The default option is 'Enabled'.

8. FTP Access from CMC-TC Master to Processing Unit

The precondition for the FTP access is the activation of the FTP access in the Processing
Unit | and use of the user name '‘cmc' and of password ‘cmc’. For Processing Unit Il the user
name is ‘admin’ and the password is ‘admin’. Activation is made by Hyperterminal in the
Processing Unit in menu item 1. 4 Enable FTP.

For further information please refer to Installation and Operating Instructions for the Rittal
CMC-TC Processing Unit (DK 7320.100).

RITTAL




24
F1 Check list - DK 7320.000

Commencing operation of CMC-TC Master &
7@ Note: Prior to installation and commencing operation the installation
'y

and operating instructions, including the safety advice, (see 1. Safety
Rittal |:| advice) must be read and observed.
The operating instructions are included as a two-language version
(German/ English) as a PDF file together with a current Adobe
Acrobat reader version on the enclosed CD-ROM.
German: A29669 xx_IT74_G.pdf
English: A29669 xx_IT74_E.pdf

CMC-TC

Assembly: Prior to installation the installing technician must check
the completeness of the scope of supply (see Appendix A Scope of
supply/Accessotries) including the required accessories.
Further to that, the installer must make sure that the system complies
2 with the admissible conditions of use, particularly the admissible

T /// ambient temperatures and the required IP protection category, see

X Appendix B Technical data.
See also Appendix D Installation instructions

Electrical connection:

Note: It is indispensable to observe the information given in 4.2
Electrical Components and in Appendix E 1 Electrical connection —
CMC-TC Master.

1. Plug in Ethernet network connection by RJ 45 connector.

2. Make connection between Master and PU.

3. Connect consoles (Monitor, keyboard and mouse) optional.

4. Connect alarm relay.

5. Plug in IEC connection cable / earthing of rear panel.

Configuration of CMC-TC Master at commencement of

Dalei Beotbeten AnsichtAnui_Ubetiagung 2

SETEECT . operation: (see Appendix E Configuration of serial interface
- RS 232) Start terminal program, e.g. Hyperterminal — Part of
) T et ) o AT % MS Windows
1. Query User name: cmc (Factory setting)
u Password: emc (Factory setting)
4 EETEEE 2. Select menu item: 1 Network configuration

1 IP configuration
3. Entering/Changing IP Addresses
Com Port 1. IP Address: 192.168.30.100 (Factory setting)
2. IP Subnet mask: 255.255.255.0 (Factory setting)
3. IP Router XXX.XXX.XXX.XXX
Confirm: ENTER, Store: “Activate values”

.~ Call browser:

1. Select the browser as usual

2. Enter at http prompt the IP address entered in point 4 of the
ﬂ RITTAL CMC-TC Master:

RITTAL e.g.: http://192.168.30.100

The security notes must be confirmed.

The login window opens, enter user name and password.
Factory setting: rittal and rittal.

Factory setting — Supervisor: admin and admin.

— 3. The browser window of the Master, shown on left, opens.

RITTAL
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G 1 Display and operating elements enclosure DK 7320.000
(@) - O
T ? ? 0 00 0000000000 Ij @ CM‘:%
[=) | ()
NG
ltem Description Function Description
1 Reset key Key Start of boot procedure
2 Microphone connection Interface will be supported in future
3 Speaker connection Interface will be supported in future
4 LED Alarm Display ...Operating voltage
light on: is on
light off: no voltage
... during booting procedure:
yellow: Booting procedure running
red - short: Boot manager starting
... after booting procedure:
yellow: Master is ready for operation
red: Alarm, alarm relay is closed
LED Network type Display 10BaseT/100BaseT Network connection
light off: 10 Mbits
orange: 100 Mbits
LED Link Display Network connection
green: Connection OK
green - blinking: Data transfer
light off: no connection
5 LED Processing Unit 1 - 10 Display Connection with the Processing Unit x
green: Connection OK
green - blinking: Data transfer
light off: no connection or free port!
6 IrDA interface Infrared interface will be supported in future
7 Com socket (RJ 11) interface interface RS 232, serial interface for configuration
8 Beeper (built in) signaling/ audible alarm devices
alarm
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H 1 Display and operation by terminal program DK 7320.000

Note: By means of the terminal programs mentioned below the network settings can be
configured and uncomplicated small settings can be made. The freeware terminal program
“TERA TERM” is to be used for reasons access and stability. You can find it, e.g. under
http://hp.vector.co.jp/authors/VA002416/ttermp23.zip. The basic software settings and
keyboard input are explained below:

... through serial interface ...through Ethernet network connection
Hyperterminal TERA TERM
*& RittalCMC - HyperT erminal E" Tera Teim - 130.0.2. 215 VT
Datei Bearbeiten Ansicht Anorf Obertragung 2 File Edit Setup Caontral Window Help
EIEI @&l _Dlﬁl CHC Haster Hain Henu ﬂ
il > 1 Hetuork conf igurat ion <]
2 Setup of connected devices
> 1 HNetwork configuration <
Z fetup of connected devices
ESC=End
Network configuration
ESC=End
= Hetuork conf iqurat ion
Werbunden 03:29:51 ANSI 9800 8-H-1 LI
Condition: see Appendix E 2 Configuration of Condition: Network connection, see Appendix
serial interface RS 232 E 1 Electrical connection: Master - Point 1.
1. Start terminal program, such as e.g. 1. Start terminal program TERA TERM.
Hyperterminal (part of MS Windows operating 2. Start IP Address
system). e.g. 192.168.30.100 or

<Start> <Programs> <Accessories> e.g. 130.0.2.246

<Communications> <HyperTerminal> <open

assigned name, e.g. RITTAL CMC> Query of Master Logins:
Query of Master Logins: 1. username: cmc (Work's default setting)
1. username: cmc (Work's default setting) 2. password: emc (Work's default setting)

2. password: ecmc (Work's default setting)

Note: Operation of the two terminal programs mentioned above is
nearly identical in spite of different data transmission routes (per
serial cable and per network cabling). For this reason access to the
CMC-TC PU is explained for TERA TERM.

Terminal programs are operated using the following keys:

Branching into the menu items is by the numeric and alphanumeric keys, see e.g., the
upper two screenshots.

The Space bar is used for jumping between the default settings.

ENTER key: Confirmation and acceptance of entries and modifications. Exception is the
menu item 1.x Network configuration. Part of the entries are accepted only after calling
menu item 1. D Activate actual values.

ESCAPE key: Return to parent menu level.

The keys Space bar or ENTER: update the screen view.
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H 1 Display and operation by terminal program DK 7320.000

The settable software functions are listed in Appendix J 1 Software functions and
summarily described. Further information is shown when the corresponding menu items are

called.

Selected software functions from the list are described in more detail here:

ltem: 5/ Menu item 1.2

ltem:16 / Menu item 1.5

ltem: 17 / Menu item 1.6

IP address of receiver of trap messages

When using the management software, based on protocol SNMP, the IP
address of the receiver of the message is given at this point. You may enter
here up to 4 receivers. The IP address entered must also be activated at the
same menu item.

Read Community
Access code read authorization for SNMP-capable management software

Write Community
Access code write authorization for SNMP-capable management software

RITTAL
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I1 Operation of CMC-TC master by browser DK 7320.000

1. Start standard browser, as normal.
2. Enter IP Address of RITTAL CMC-TC Master below field Address, e.g. http://192.168.30.100 (work's default
setting)

3. The following page informs you that the login-page and the following
pages are transmitted encrypted by SSL.

» Explanation info window

3 RITTAL CMC-TC Master - Microsoft Internet Explorer

I Datei  Bearbeiten  Ansicht  Favarten  Exhas 7 “_,-"'

N as®®
oo . e
Zuriick OTHES Ahhrauhei Ak‘tudméren Startseite

| achesss [@] hitp:r1130.0.2.246
| Links @] Kostenlose Hotmal 4] Links anpassen @] 'windows @] windows Media &1 HTTP-Protakoll

Q = 9B e 5 5 . 2

Suchen Favaiiten Werlauf E Mail Grioke Ducken  Bearbsiten Messenger

x| @wechseinzu

<2 Neues in Internet E xplorer [_[O] x]
Datsi Bearbsiten Lesezeichen Dptionen 2
WWelcome to the RITTAL CMC-TC Master device. You will automatically be Hi\fg_[hgmgnl ZUri | Optionen |
redirected to the encrypted Login page in a few seconds
Besuchen einer sicheren Site
Ag the certificate of the device is not signed by a well known Cerificate Sie versuchen, eing sichere Werbindung zu dieser Website
Autharity you will get a warning when first accessing the CMC-TC Master. herzustellen. Diese Website bistet eine sichere Kommunikation
In this case you can decide ifyou wantto frust this certificate in the future. und verliigt Liber ein gulliges Zertifikat. Sichere Kommunikation
e s Refer to the manual of the CMC-TC Master device for a detailed hedeutet, dass die von lhnen gegebenen Infarmationsn, wie 2um
explanation Beispiel lhr Mame oder |hre Kreditk atennummer, so verschilisselt
G sl olBaE T, S Seften P ciecdize werden, dass sie von anderen Personen nicht gelesen oder
iﬁ) Werbindung anzeigen zu lassen, Mote that you need Internet Explorer 5.0 or higher or Netscape Navigator abgefangen werden kiinnen. Das Zerifikat ist eins
Keine det Informationen, die Sie it disser Site 5.2 or higher with activated Java Serlpt to use the web Infarface Bescheinigung, die die Sicherheit dieser Wehsite garantierl Ein
austauschen, kann von anderen Personen im Weh Optirnized for 10245768 pivel Zertikat enthalt Informationen dartiber, dass die spezifische
gesehen werden, ‘Website authentisch ist. Diamit wird sichergestell, dass keine
¥ Diese Warnung nicht mehr anzeigen Wait andere Site die |dentitst der originalen Site annehmen kann
- — —— I || e Sie eine sichers Websits besuchen, zeiat Intemet Explorer
ok Details | 5010 Logi auf der Statusleiste dieses Dialogfeld und ein Schiosssymbal in
/ Lotin Login page verschlossener Stellung an. ‘wWenn Sie ging sichers Website
lassen, zeigt Intemet Explorer ein Dialogfeld an. um Sie zu
Note e
wes henachiichtigen.
= that you are autom atical |y whenn immer, sobald Sie eine sichers Website besuchen, disses
. . Dialogfeld angezeigt werden soll, stellen Sie sicher, dass das
taken to Iog | n . The |og | n and Eon:tollkéts_tcthen Diese Warnung nicht mehr anzeigen
eaktivier st
the following pages are
transmitted encrypted via the
network.
= that the continued connection
is made via certification
(certificate). In this case no
officially verified certificate is
required.
= that the HTML pages for the
above mentioned system
resources have been
optimized.
-]

] Fertig [ [ ntemet

Requirements on the browser

The following must be supported:

- SSL Version3 with 128 bit encryption depth
- HTML Version 4.01

- GCSS

- Javascript

If there are problems with updating the page, e.g. if the Webcam is no longer updated, the cache of the
browser must be deactivated.
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I1 Operation of CMC-TC master by browser DK 7320.000

= Explanation info window — Certification information

T RITTAL CMC-TC Master - Microsoft Intemet Explorer L[B]X
Datei Beabeiten  Ansicht  Favorten  Estias 2 |-
5 =5
&« 5 9 Q G @ | B-
Zuilick Vomils | Abbrechen Akludlsieren Statsete | Suchen  Favoiten Vet £Mal  Diucken
Aciesoe [ &7 htpe/r1300 2 298¢ =] @weshsehau || Links >

Welcorme to the RITTAL CMC-TC Master device. You will automatically be
redirected to the encrypted Login page in a few seconds.

As the certificate ofthe device is not sighed by a v El Ul Gl [ 2] <]
Authority you will get a warning when first accessi
In this case you can decide ifyou want to frust this | Allgemein | Detsils | Zetizierungspfad |
Referta the manual ofthe CMC-TC Master device
explanation.
Zetifikatsinformationen
Mate that you need Internet Explorer 5.0 or higher
6.2 or higher with activated Java Scriptto use the Dieses CA il i i iir i
Optimized for 1024768 pixel Installieren Sie dieses Zertifikat in den Speicher
n rerT= iirdiger 5 i um die
Sicherheitshinweis x| Wait Vertrauensstellung zu aklivieren,
@1 Informationen, die Sie mit dieser Site austauschen, kdnnen von
] anderen Personen weder angesehen noch verandert werden. Das Goto Lowin page
Sicherheitseertitkat der Site ist jedoch fehlerhalt
Daas Sicherheitszsiifiat wurde von einer Fima ausgestelt, n
die Sie nicht als vertrauenswiirdig eingestuft haben. Ausgpetellt fiir:  CMC-TC Master
Untersuchen Sie das Zeifikat um festzustelien, ob Sie der
ausstellenden Irstitution verraugn michten
Ausgestellt von: Rittal CA
@ DasDatum des Sicherhsitszertifiates ist gilia
Giiltig ab 06.11.02 bis 031112
/1y Der auf dem Sicherheitszerifikat angegebene Name stimmt
vicht mit dem Namen der Site Uberein
Soll der Vorgang forlgesstat werden? - ;
Zeitilkat nstalieren. | | A Heei i |
Zerifikat anzeigen

|&] Fertia [ e rnemet

Safety instructions

The certificate used has not been verified by a Certificate Oblsefr\|/e also the notes made
Authority. This was not done because the monitoring system is on left’

normally running in the client's network and not via third-party ~ Confirm with Yes

networks. The certificate is proof that one is communicating as

user with the homepage of the certificate's owner.

Note ...
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11 Operation of CMC-TC master by browser

= Logging in to the CMC-TC Master

A RITTAL CMC-TC Master - Microsoft Internet Explorer 1= xi
J Datei Bearbeiten  Ansicht  Favoriten  Extras 7 ﬁ
| ik - = - @ 3] | Qsuchen GFavoriten (Averaut | By Sb

| Adresse [ hetps:j130.0.2 246 login. ] | @wechselnzu Hunls 2

Ejﬂ% CMC-TC MASTER

Enter username and password to login

Mame
Passwird:

|&] Fertiq | |8 @ meernet

A login, which is valid until the logout function is selected, is queried once.
Note: The application must then always be closed by the Logout Button (left at bottom).

Factory setting:

- Administrator - User
Name: admin Name: rittal
Password: admin Password: rittal

30
DK 7320.000

It is recommended to alter the work's default settings of the user names and passwords during first startup via
the browser surface. This will prevent access of a third party to the system by using the known work's default

settings.

For this purpose you set up under Admin -> User management a new administrator (log in as administrator to
create users) and deleted the default users (admin and rittal). The exact procedure for changing the user

settings is described under | 1 -> Tab Admin -> User management.

It is possible for several users to login simultaneously in the Master. It is not possible, however, for a user to
login several times using the same name. In this case the name logged-in first is logged-out automatically and

cannot continue work on the web page.
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I1 Operation of CMC-TC master by browser DK 7320.000

= Structure of the HTML pages

Note: At this point only the structure of the page layout is explained.
The pages will be explained subsequently.

Display Virtual tabs:
RITTAL Logo and product description The virtual tabs are subject-related and are shown by clicking the
Product name/Article number tab. The explanation of the different tabs is the subject of the
HW version/SW version following pages.
(:-Zuruc; - = - é/ é| @Suche_n @;avoritan ®| %- =y - //
Adresse I@j https:H1§6.D.2.2134‘I0gin.html / j @Wachseln zu | Links ¥
Slll= CMC-TC MusrE
RITIAL

TC Master DK7320.000
HW 111 8W W 1.40_1

Traps

Rittal-Cantraller 23 new traps since 28.09.05, 13:08
CMC-TC

. Trap number 110 2 af 2 - Top Previous Mext Battorn
PU Il PM-IT Herbarn Date  Time Name / Location Event Executed actions

PU 1., PM-IT Rittershausen i FUIl E
focd, LR BT NEUERR 00.05 15:20 not awail, : unknown none o

—=PU | 2, PM-IT Rennerod FW-IT Herbarn 'R”'ML
PU 13, PM-IT Haiger ¥ 28.09.0 E 200 niat avail, ; unknown none o

Ph-IT Herbotn 22004

RITTAL GmhH & Co. KG

You can search for recently Auf dem Stizelberg
connected PUs by clicking on the R isthen
binocular icon. A PU that is e aiits,
recognised as a new one is Wieb: www ittal com
integrated into all configuration FRIEDHELM LOH GROUP
options of the master if you click on i i
the checkmark to the left of the !
name. ;
Display change-over button:
Display ...
.. according to IP address
.. according to designation
Display of the connected Processing Units WebCam function
(max. 10 units): Display of the photos of the
Show 1P addresses Optionally by ... USB WebCams, max. 2.
Logowt | .. IP address Display resolution 196 x 146
.. Location of the Processing Unit, depends on pixels. A new window with a
‘ f e soveniyof filed text in the Processing Units. larger display of the photos is
el = . . . | opened by a click on the
Logout function — Branching to Processing Units: " photo. Note: The WebCam

The logged-in user is logged- | | BY clicking the PU the user is branched to the

out. The login page is shown. simulated browser interface of the PU. . and are not hidden by other
Renewed login is necessary Operation and structure of the surface is almost| | ¢ g1 are windows of the

for renewed access to the identical with the browser interface of the| |giTTAL CMC-TC Master.
master. Processing Units, see Operating and Installation

Instructions of the Processing Unit.

photos are visible all the time
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11 Operation of CMC-TC master by browser

= Tab - Trap
= Trap list of CMC-TC Master

3 RITTAL CMC-TC Master - Micriosoft Internet Explorer

J Datei  Bearbeiten  Ansicht  Favoiten  Eaxtras 2

32
DK 7320.000

SRR S N F

Zuriick. ETETES: Abbrechen  Aktualisieren  Startseite

Q @

Suchen Favoriten

63‘@'@-

WVerlauf E - il Drucken  Bearbeiten Diskussion

J Adresse I@ hitps:/4130.0.2. 215/ ogin.html

j > wechseln zu

jig-

TC Master DK7320.000 Traps
HW W 112 SW W1 30

Rittal-Cantroller
« CMC-TC Date Time Name | Location

A
Show IP addresses
Logout |

‘ Select severity of traps that should be displayed:

CMC-TC MASTER

4 newtraps since 27.06.03, 12:49

Event Executed actions

CMC-TC PU1, RITTAL Herbarn ~ 2706.03 1250 CMC-TC PUZ CMC-TC-10U), Digital hone o
RITTAL Herhon Cutput: set on
CMC-TC-10U, o RIITAL
v 270603 1250 CMOTEPUZ o dalism Sensor too £ 9Bmeine ® e
RITTAL Herforn Alarmierung
@ 2002
CMC-TC-10U,
Vv 27.06.03 12:50 R(IEITI'E-TH PbUE Ternperature Sensar: none o RITTAL GmbH & Co. KG
ElBEI AT dern Stitzelberg
CMC-TC-10U, D-35745 Herborn
~ 27.06.03 Temperature Sensor: none =3
too high Fhone: +45-2772-505-0

il

E-Mail: infof@rittal.de
Wieh: wanerittal.com

FRIEDHELM LOH GROUP

l_ ré_ | %! Lokales Intranet 4

o undefined o informational o_minor ©_majok ® critical
&1 / DN /

Display of arriving trap

messages: sorted according ...

- to date and time — latest trap is at top!

Components of the trap message

- Date and time of message

- Name and location of the CMC-TC that has sent
the trap message.

- Which sensor unit is concerned and which event

has happened.
Name of sensor unit
Name of sensor
Event

- Any actions executed are automatically executed
by the Master. The actions are set centrally by the
administrator under “Alarm actions”.

- Trap messages can be assigned certain severities that
are displayed by different colors, in the last column of the
table. The legend is located at the bottom of the page.

- Certain messages can be excluded from the display in
the list of traps.

- You determine with a click on an icon in the legend
which messages of lower severity than the selected
message shall no longer be displayed in the list of traps.
The next time the page is updated, the traps with the
lower severity are no longer included.

The master unit no longer displays the traps, but they

continue to be stored.
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= Tab - Trap

Operation of CMC-TC master by browser
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Setting severity of a trap message

A} RITTAL CMC-TC Master - Microsoft Internet Explorer

Datei Bearbeiten  Ansicht  Favoriten  Extras 7

dzurick ~ = - G ﬁ| Qhsuchen [ Favorken 54 | B\ Sy~ ‘

It is possible to reset the counter of the
traps to 0 again and to current time via the
Reset button. The display of the traps
remains unaffected.

Adresse I@j https: {130.0,2,213{login, html

j @ Wechseln zu |Links ced

/

=l CMC-TC MASTER

TC Master DK7320.000 yrans

HW V111 SW VW 1.40_1

Rittal-Controller

Select s Tty of traps that shuuld be displayed:
O undefiped @ informational ©_minor ©major @ criticg]

‘ v 28.08.05

12 new fraps since 28.09.05, 16:15 @

w CMC-TC Trap number 1 to 12 of 12 Top Previous Mext Bottam

PUI1., PM-IT Rittershausen Date Time Hame !Locati Event

BULIL PM-IT Herbarn v 28.08.05 16:44 CMC-TC-10U, Humidity Sensor. warning
—>PU1 2. PM-IT Rennerod

PUI3. PM-IT Haiger v 280805 1643 [ o0 S CMC-TC-IOU, Humidiy Sensor.too high

: PUI2, :
Show IP addresses v 28.09.05 16:42 il CMC-TC-10U: ok
| : PUI2, . - .
Logout ' 28.09.05 16:4, PM-IT Rennatod CMC-TC-10U, Humidity Sensor: ok
PUI2

CMC-TC-10OU, Vandalism Sensor: ok

-

1

RITTAL

22004

Executed actions

nane L=}

nane [+]}

none o

RITTAL GrnbH & Co. KG
Aufdem Stitzelberg
D-35745 Herborn

FPhone: +49-2772-505-0
F-hiail i smwittal o 2
4 1

o]

o |

none

nane

|fg'| Fertig

[F| ’_ ré_ Lokales Intranet v
/

In each case 20 traps per page are displayed.

Buttons with which you can scroll to the other not
displayed traps are located above and below the
displayed traps if more than 20 traps are present.

Function buttons (from left to right):

Trap acknowledge button — acknowledges all

trap messages highlighted red (not confirmed)

The invisible traps are also acknowledged with

this button. Alternative: Individual trap

acknowledgement by button on side

Trap delete button — deletes all (even the not

visible) acknowledged trap entries in the trap

list. Alternative: Individual trap deletion by

button on side.

Note: The trap must be acknowledged first before it can

be deleted. In this way unintentional deletion is prevented.
Trap save button — saves the entries of the

In this window the user has selected by
clicking on the "critical" button that only the
critical traps, which are marked red, are
displayed.

- You see the selection in the legend below
from the gray texts of the individual
severities that are no longer displayed.

- It is also an indication that other may still
exist which are not displayed at present. To
display all the traps, you must now again
select the lowest severity (undefined).

- The selection of the trap messages
refers only to the logged-in users and
only for the duration of the session.
Other users can make their own settings.

trap list as text format. Memory location on the
access computer and file name can be selected
freely. File extension must be .txt.

Saving of traps: important note

A maximum of 2000 traps will be saved.

By trying to save more than 2000 traps at once, the oldest
traps will be deleted and only the newest 2000 ones are
being kept.
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab - Overview

=  Overview of the PUs connected to the CMC-TC master

AR RITTAL CMC-TC Master - Microsoft Internet Explorer

=181
J Datei Bearbeiten  Ansicht  Fawvoriten  Extras 7 ﬁ
J Gzuick + = - ) o3 | iQhsuchen  [GFavoriten £ verlauf ||%v S
| Adresse |@ https: /192, 168.115.90/lagin. html =| @ wechseinzu |JLinks »

= ]| =

TC Master DK7320.000
HW /112 8W v1.30rc

Rittal-Contraller
- CMC-TC

CMC-TC MASTER

Ouvenview 2004

RITTAL GmbH & Co. KG
Aufdem Stitzelbery
D-357445 Herborn

PU1 Phone: +48-2773-505-0
FUZ E-mail: info@rittal.de
PU 2

Wieh: wnwrittal. com

FRIEDHELM LOH GROUP

Show IP addresses

Logout |

@] Fertig \ / ’_|a_|° Inkernst

The overview page can be styled by the administrator (see tab: Admin -> Overview page setup)
with a background graphic. In this way the status of the connected Processing Units can be
acquired at once and at the same time assigned to the corresponding location. Please make sure
that the graphic’s data size is less than 5 Megabyte. Otherwise there will appear an error message
which reports that too much data was sent.

Further, please notice that a bitmap will take a little longer to load than a JPEG.

By clicking a PU you switch to the Status tab of the selected processing unit.

RITTAL




11 Operation of CMC-TC master by browser

= Tab — Status

= Status display of selected CMC-TC PU

35

DK 7320.000

Display:

- Name of CMC-TC Processor Unit
- Description of the location
- Contact partner

Note: The display mode of the Status tab corresponds
almost to the corresponding browser interface of the
Processing Unit. More detailed information is given in
the Processing Unit documentation.

Status
CMC-TC
MName: PU1
Location:
Contact: info@rittal.de
[ owiciowior I
1 Temperature Sensor Temperature Sensor 1‘ 31°C H
2 Humidity Sensor Humidity Sensor % rH
3 Motion Sensor Maotion Sensor OK
4 Digital Output Digital Output Off

Alarm

Access-Unit : CMC-TC-AU %y
Door Lock 1 Open

Last Access 1 Unlock ReaderKeyPad
2 Door System 2 not available N0 acCess

1 Door System 1

Status of the
sensor unit

3 not available

| Connected sensor units with:

- Sensor descriptions

- Descriptions of connected
sensors and possible user
descriptions.

- Status/Values of sensors

settings of the sensor unit 1,

to the setup

a 10-Unit : IO_02cme Iy < Branching
1 Voltage Detector Yoltage Detector 0K
2 Smoke Sensor Smoke Sensor oK 2, 3 or 4.
3 Humidity Sensor Humidity Sensor 31%TrH
Temperature Sensor Temperature Sensor 3n=C

Clear

button.

You can confirm the configuration changes at
the connected sensor units with the Clear

RITTAL




36
I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Setup

= Setup page of the selected CMC-TC sensor unit and its CMC-TC PU

Under Setup you can configure the sensor unit you select under Status.

For instance, in the Status tab you can change the names of the PU and connected sensor units. Here you
can also change the access codes for the number code locks and the warning and alarm thresholds of the
sensors. The Setup tab equals the configuration menu of a PU.

CMC-TC
CRHCTC PUT [0..40] Change:
RITTALHERBORN (Gl - Name of CMC-TC Processor Unit

- Description of the location

- Contact partner

Display:

- Serial number, HW version, SW version

- Disable or enable beeper generally!
@ disable ® enable - Reset alarm relay by reset button.

w no: disable, yes: enable
Change values N

Wdes i Set status of the alarm relay.

Global changing of the access codes of all number
Setup SensorUnit 1 [10-Unit] code locks at the connected access units of the PU.

Differences and exact settings on the following
pages.

7742

Changing the name of the selected sensor unit.

Only one sensor unit is always displayed.
“ Confirm with Change name. Display of the serial
Type Temperature Sensor

number of the sensor unit.
Sensor Status 25 *C [OK]
Message Text |Temperature Sensor
Setpoint High 65 C ange:0. 400%] Connected sensors and their settings (temperature,
Setpoint Warning |55— °C [Range: 0...100“0]\ humldlty sensor etc.)
Setpoint Low IT °C [Range: 0...100°]
Alarm Relay " disahle * enahble Settina:
Alarm Beenet  disabls  enatle The se%ting options correspond to those of the
Alarm Reset 9 GUD @ L] Processing Unit, see also the Installation and
__ Change values | operation instructions of the Processing Unit.
Sensor 2
Type Humidity Sensar
Sensor Status 60 % rH [OK]
Message Text |Humidity Sensor
Setpoint High I35— B rH [Ranae: 0...100% H1
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Setup

= Changing access codes of the selected PU online

General: The access codes of the connected number code locks are changed centrally by Edit access
codes online/offline. In the online version the codes can be changed in the web browser, in the offline
version you must download, change and again upload a text file via the input prompt.

Note: When the PU is connected for the first time, an error message like the one shown in the figure below
may appear. If this is the case, you will need to create a file with the text editor. This procedure is described

from page 38.

2} RITTAL CMC-TC Master - Microsoft Internet Explorer o [=] 3]
Datei Bearbsiten Ansicht Favoriten Extras 2
etk - = - @ &} | @suchen [Favorten (4| By S BT -

Adresse [&] hitps:/f130.0.2.21 3flogin.

SHll=  CMC-TC MasTER

RITTAL

TC Master DK7320.000 - E
HW V111 SW V1.40_1a

Rittal-Controller
~ CMC-TC
PUI1. PMIT Riftershausen

L e &n error ocoured RITTAL

PU12. PM-IT Rennerod
PUI 3. PUEIT Haiger
PUI 2., PM-IT Hambur

| @wechseinzu | unks »

Operation not successful. Please try again. e o6as

RITTAL GmbH & Co. KG

Backto previous page Aufdem Stlitzelberg
D-35745 Herhorn

Phone: +48-2772-505-0
E-Mail: infog@rittal.de
Web: v rittal com

FRIEDHELM LOH GROUP

Show IP addresses

Logout |

R

[&] Fertig

RITTAL
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Setup

» Changing access codes of the selected PU online

Open the text editor used on your computer and store the empty text file under the name “accesscodes.txt”.

21 x|
Suchen in: Ia Eigene Dateien j - IC:F v

@Eigene Bilder

ACCESS, CMC

Dateinarne:

; j Offren I
Diateityp: IAIIe Diateien [ | Abbrechen |

g

Clicking on the Setup tab opens the window shown below again.

2} RITTAL CMC-TC Master - Microsoft Internet Explorer JiE =10l x|

Datei Bearbeiten Ansicht Favoriten  Extras 2 ‘

G zurick ~ = ~ () A} | Qsuchen [GiFavorten ¢4 | By S OV -
Adresse [&] https://130.0.2.213login.html | @wechseln zu |L\nks ”|

sll= CMC-TC Masrer

TC Master DK7320.000
HW Y111 SWY1.40_1a

Rittal-Contraller CMC-TC
~ CMC-TC
PUI1, PM-IT Riftershausen
PUIIT [0...40]

=PI 1., PWEIT Herborn

PU12, PW-IT Rennerod Phi-IT Herborn 0..40] 'R”'rﬂl.
PU13, PW-IT Haiger
ribbe.miEittal.de -

PUI 2., PM-IT Hambur

n 1 i@ s, e RITTAL GmhH & Co. KG
Auf dem Stdizelbergy
D-35744 Herborn

Setup =

Phone: +48-2772-505-0
E-Mail: infog@rittal de
Wieh: W Fittal corn

FRIEDHELM LOH GROUP

Change valugs

Edit access codes online Edit s codes offline
Logout 'B<

Show IP addresses

Selected unit (1) not available on this device, choose anoth%ﬁ\

@t Click on the link “Edit access
codes offline”.
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11 Operation of CMC-TC master by browser

= Tab — Setup

39

= Changing access codes of the selected PU online (initial startup)

Search for the file “accesscodes.txt” on your computer. Mark the file and click on Open.

/) RITTAL CMC-TC Master - Microsoft Internet Explorer

Datel  Bearbelten  Ansicht  Favoriten  Extras 7

T L | 2} | ‘@suchen [GFavoriten ¢ | Eh- Sh UF -

adresse [&] hreps:/f130.0.2.213/lagn. hirl

=] @ wechsen au | Links >

I CMC-TC MASTER

TC Master DK7220.000 Setup
HW 111 SW V1.40_1a

Rittal-Contraller
~ CMC-TC
PUI1. PMIT Rittershausen
—PUIL1, PM-IT Hetbom
PUI 2. PMIT Rennerod
PUI 3., PM-IT Haiger

PLILZ, PM-IT Hamburi

Get file with access codes out of Processing Unit 2

extended access features are initialized

See the manual of the Processing Unit for a detailed description of the access file format

Please note that the access file format has changed because of additional features. WWhen uploading the new access file for the first time the

|

RITTAL

@z004

RITTAI GmbH & Co KG

Downlead access file from Processing Unit

—

Enter FTP-Narme of PU:

Enter FTP-Passward of PL

Download file

Upload access codes file to Processing Unit /
cmo A/
C\Dokument|  Durchsuchen.

Enter FTP-MName of PU:

Enter FTP-Passward of PLU

Show IP Access file:

Logout |

=

Upload file

X

Enter the FTP name and
password for the PU:
(factory setting for PU II:
FTP Name: “admin”
FTP Password: “admin”;
For PU I:

FTP Name: “cmc¢”

FTP Password: “cmc”)

&) Fertig

N\

[ [ [& [BE Lokales rtranet =

\

The desired file is now shown in this window.
Now click on the “Upload file“ button. The file
is then loaded onto the Master.

Clicking on the Setup tab opens the window shown below again.

Datei Bearbeiten  Ansicht  Favoriten  Extras 2

ZARITTAL CMC-TC Master - Microsoft Internet Explorer

dazurick v o= - () 2 | @isuchen [Egravorten 8 | BN b TF ~

Adresse [&] https:]j130.0.2.213login.html

2=

TC Master DI<7320.000
HW /111 SW V1.40_1a

Rittal-Controller
~ CMC-TC
EUI1. PM-IT Riftershausen
—=-PU Il 1., PM-IT Herharn
BUI2, PM-IT Rennarad
EUI 3, PM-IT Haiger
BUII 2., PM-IT Hamburs

Show IP addresses

Logout

CMC-TC MASTER

Setup

[0..40]
Phi-T Herborn [0...400
ribbe m@ritial de I

Rittal CMC-TC-PUZ Se

Change values

Change values

Edit access codes online Edit access codes offine

[

Selected unit (1) n%able on this dewice, choose another one

[&] Fertig

4 i >
\ [ [ [ 2 [BE Loksles Intranet A

RITTAL

2004

RITTAL GmbH & Co. K&
Auf dem Stizelhery
D-35745 Herborn

Phone: +49-2772-505-0
E-Mail: infog@rittal.de
Weh: wwwrittal corm

FRIEDHELM LOH GROUP

|

o

To be able to edit the access codes, click on
the link shown here. A new window is opened
for you to enter the FTP password.
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Setup

= Changing access codes of the selected PU online

a RITTAL CMC-TC Master - Microsoft Internet Explorer I

Il %I
[ ]

Datei Dearbeiten  Ansicht  Faworiten  Extras 2

ik - = - (3 [0 4| Bsuchen Ggrevoriten (4| By S oOF -

Adresse [&] https://130.0.2.213login htrl

j @ Wechseln 2u |L\nl6 22

TC Master DK7320.000
HW V111 SW Y140 _1a

Rittal-Controller
~ CMC-TC
PU 1. Ph-IT Rittershausen
PU 1., PREIT Herborn
BU 2. PM-IT Rennerod
PUI3 PM-IT Haiger
FUI 2., PM-IT Hamburg

Show IP addresses

Logout

e

CMC-TC MASTER

Setup

Add access code number

Add access code gutmber

Uplead access code settings ts Processing Unit

Enter FTP-MName of P

Enter FTP-Password of PLI

Upload settings

Clicking on the link “Add access code
number” opens the following window.

|&] 5eite hitps:{130.0.2.213fcgi-binjcgibin? Sessionld=2765262

ge=TcDeviceList wirdgeorrm T

RITTAL

@2004

RITTAL GmhH & Co. KG
Auf dem Stltzelbery
D-35745 Herborn

Phone: +48-2772-505-0
E-Mail: info@rittal.de
Weh: v rittal.com

FRIEDHELM LOH GROUP

(o Lokales Intranet

Datei Bearbeten Ansicht  Eavoriten

Extras

A RITTAL CMC-TC Master - Microsoft Internet Explorer

?

G zuick - = - @ 7} | @suchen [ Favorten % | 5N+ S OF -

Adresse [&] hitps://130.0.2.213/login html

= @wechsshnz [ ks

TC Master DK7320.000
HW V111 SW Y140 1a

Rittal-Controller
~ CMC.TC

Show IP addresses

Logout

T

CMC-TC MASTER

Setup

Access code settings

->PU| 1. FM-IT Rittershausen ©ode numker LEEEL l

PUILT, PM-IT Herborn Door Lock 1: ¥ unlock door 1 system of unit 1 P

BUL2, FULT Renrered it labl I unlock door 2 system of unit 1 M

PU[3. PHAIT Haiger notavailable b

PUII 2., PM-IT Harmbur not available I” unlock door 1 system of unit2 G
naot available ™ unlock doar 2 system of unit 2 RITTAL GmbH & Co. KG
not available ™ unlock door 1 systern of unit 3 Auf dem Stitzelberg
not available I unlock door 2 system of unit 3 D-35745 Herborn
not available ™ unlock door 1 system of unit 4 Phone; +48-2772-505-0
not available ™ unlock door 2 system of unit 4 E-Mail: info grittal de

Weh: v rittal.com
Change settings I Cancel |
FRIEDHELM LOH GROI.'P_

Here you now enter the 4-digit access code

|£j Fertig

and place the appropriate checkmarks for the
doors. You then click on “Change settings” to
complete the change.

[ [ [B) [BE Lokales ntranet

1

-
Pl

N




11 Operation of CMC-TC master by browse
= Tab — Setup

» Changing access codes of the selected PU online

41
DK 7320.000

The codes now specified and the door assignments are displayed in a table like the one shown below. You can
set additional codes and door variations by clicking on the link “Add access codes numbers”. You must now
load the codes on the Master. This is done by entering the FTP name and FTP password. You confirm the

upload of the “AccessCodes” by clicking on the “Upload settings” button.

5 RITTAL CMC-TC Master - Microsoft Internet Explorer

Datei  Bearbeiten  Ansicht  Eavoriten  Egtras 2

dzuiick - = - (3 [0 A Qoucken GFovoien (B | By SOV -

Adresse [{&] https://130.0.2.213/login.htm

j & Wechseln 2u ‘Lin)s 2

=slll=  CMC-TC MastEer

TC Master DK7320.000

Setup =
HW V111 SW Y140 1a
Rittal-Cantroller ||
~ CMC.TC Add access code nurmber l
—>PU 11, PM-IT Rittershausen Ci 17234 Door Lock 1 e —
U1, PW-IT Herborn
BU13., PM-IT Rennerod 'RITTAL
PUI3., PM-IT Haiger Add access code number
PU Il 2. PM-IT Harnbur a0
Upload access code settings to Processing Unit RITTAL GmbH & Co. KG
Auldem Stitzelb
Enter FTP-Narme of PL: cmc B.a?ﬂs :web;':g
Enter FTP-Password of PL: [l Phone: +48-2772-505-0
E-Mail: infog@rittal. de
Upload setings Wieh: o rittal.com
Show IP addresses FRIEDHELM LOH GROL'F_
Logout
4«
[&] Seite https: (/130.0.2 213/cgi binfoaibin? Sessionld=Z 78528 2 2098F age=Status wird gedinet [ (& [BE okales ntranet
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Setup

= Changing access codes of the selected PU offline (initial startup)

General: The access codes of the connected number code locks are changed centrally by Edit access
codes online/offline. In the online version the codes can be changed in the web browser, in the offline
version you must download, change and again upload a text file via the input prompt.

Note: When the PU is connected for the first time, an error message like the one shown in the figure below
may appear. If this is the case, you will need to create a file with the text editor. This procedure is described
from page 43.

/3 RITTAL CMC-TC Master - Microsoft Internet Explorer N o [m] 3]
Datei Gearbeiten  Ansicht  Eavoriten  Extras ¢ ‘ &l
wawick + = - (@ [0 & | @suchen Garevoiten (4| Eh- S W -
#dresse |2j htbps:f§130,0,2.21 3flagin,hkml | @ wechseln zu ‘Lin)s ]
Sll=  CMC-TC Master

RITTAL

TC Master DiK7320.000 Satup =

HW Y111 8W V140 _1a

Rittal-Cantroller

+ CMC-TC
PU11. PAM-IT Rittershausen

=PI 1., PW-IT Hetborm

PLII 2. PM-IT Rennerad An error occured RITTAL

PUI 3. PM-IT Haiger
PLUII 2, PM-IT Hambur Operation not successful. Please try again. a0

|

RITTAL GmhH & Co. KG
Backto previous page Aufdem Stitzelberg
D-35745 Herbomn

Phone: +40-2772-505-0
E-Mail: info@rittal.de
Wb o rittal.com

FRIEDHELM LOH GROUP

Show IP addresses

Lagout |

e

|&] Fertig [ [ [2) [BE Lokales Intranet
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Setup

= Changing access codes of the selected PU offline (initial startup)

Create a text file with the text editor of your PC. The file contents must be structured as shown below. After
making the required entries, save this file with the file name "accesscodes.ixt".

"1234" , | "0102" | = user

L

User ID: This optional, max. 8-digit number (10000-99999999)
can be used to specify a user ID to be included in a trap
message.

Separator: (e.g. ‘=)

Door release: This 4-digit number contains a decimal digit 0...3
for each of the 4 possible Access Units. The decimal digit
specifies which doors are to be released:

0- No door released

1- Door 1 released

2- Door 2 released

3- Doors 1 and 2 released

This number must always comprise 4 digits, irrespective of the
number of Access Units actually connected; a ‘0" is entered for
Access Units which do not exist.

Separator: (e.g. comma)

Release code: This 4-digit decimal number contains the release
code which is to be entered via the keypad or which is stored on
the magnetic or smart card. The release code must lie between
0001 and 9999 and must always be entered with four digits.

In contrast to code inputs via the Web page, it is not possible to
specify a range. It is always necessary to enter an unambiguous
4-digit number.
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B DK 7320.000

= Tab — Setup

Operation of CMC-TC master by browser

= Changing access codes of the selected PU offline (initial startup)

Return to the CMC-TC master and click on the "Setup" tab.

ZARITTAL CMC-TC Master - Microsoft Internet Explorer

Datei Bearbeiten  Ansicht  Faworiten  Exbras 2
T e | 2 | @ suchen GijFavorieen o8 | By Sb OV -

Adregss [&] hitps:/130.0.2.213/login. html

Eﬂé CMC-TC MASTER

TC Master DK7320 000 —
HW V111 SW V140 1a
Rittal-Contraller

~ CMC.TC

PU L1, PM-IT Rittershausen
=FU Il 1. PM-IT Herborn
PUI2, PM-IT Rennerod
PUI3, PM-IT Haiger

PUI 2, PM-IT Hambur

=] @ wiechseln zu | Links »|

CMC-TC

ol

RITTAL

@z2004

RITTA} GmbH & Co. KG
Auf dem Stiltzelberg
D-36746 Herbarn

P
PhA-IT Herbom
ribbe m@rittal de

[0..40]
[0..40]
[0..40]

Ritt:

Phone: +43-2772-505-0
E-Mail: info@rittal.de
Wik v rittal.com

RSSO RIERG T
A8 v B

Now click on the link “Edit

access codes offline”.

Show IP addresses

Logout

Edit access ca

Edit access codes online

Selected umit (1) not available on this dewice, cheose ancther one —
] ) |
&] Fertig [ [ |2 [EE Lokales Intranet 7
Search for the file “accesscodes.txt” on your computer. Mark the file and click on Open.
_ i

a RITTAL CMC-TC Master - Microsoft Internet Explorer

~| rwechssin zu |Links

Extras e

Dakei Ansicht
<= Zurick - = - (2 &} | @suchen GalFavoriten <8 | By S -

Adresss [&] hitps://130.0.3. 162 login. html

Sll=  CMC-TC MASTER

TC Master DK7320.000 —
HW /110 SW V1 .41
Rittal-Controller

- CMC-TC

EBearbeiten Eavoriten

@ 2004

RITTAI GrmbH & Co. KG
Aufdemn Stitzelbery

et file with access codes out of Processing Unit 1 D-25745 Herborn

Pl -4 AUs 1 23e RITTAL G-

B Sy w215 Datei, Rittal Qi-T
BU W S 215 Master, Rittal G
PUS-4 CUsY.23e, RITTAL GiM
PUG-1CU3AUs Y1 23, RITTA
PUS-%1.31 RTT, RITTAL QOM-T

4| R

Show IP addresses

Logout |

Please note that the access file format has changed because of additional features . When

Phone: +49-2772-505-0

uploading the new access file for the first time the extended access features are init|

See the manual of the Processing Unit for a detailed description of the access file f

Download access file from Processing Unit

——

Enter FTP-Mame of PLI

Enter FTP-Password of PLI
Download file |

Upload access codes file to Processing Unit

l—
l—
I— Durchsuchen... I

Upload file | A

Enter FTP-Marme of PLI:

Enter FTP-FPasswaord of PLI

Access file

[&] Fertig

N

Enter the FTP name and
password for the PU:
(factory setting for PU II:
FTP Name: “admin”
FTP Password: “admin”
For PU I:

FTP Name: “emc¢”

FTP Password: “cmc”)

Click on "Browse" and select the created text file. Click on the "Upload file" button to
upload the file to the master.
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= Tab — Setup

Operation of CMC-TC master by browser

= Changing access codes of the selected PU offline

45
DK 7320.000

If the access codes are entered on the PU, select the PU on which the codes are to be changed. The next steps

describe how to download the access codes.

) RITTAL CMC-TC Master - Microsoft Internet Explorer

_(Ol ]

Datsi Bearbeiten  Ansicht  Favoriten  Extras 2

dazurick ~ = - (G | @suchen (G Favoriten of | Bhe S

Adresss [&] https:/130.0.3, 162 login. html

j o wechseln zu |L|nks

EEL% CMC-TC MASTER

TC Master DK7320.000 —
HW 110 SW V1 41

>PUL-4AUs V1238 RITTAL QW piogse note that the access file format has changed because of additional features. When
uploading the new access file for the first time the extended access features are initialized.

Rittal-Controller

+ CMC-TC Get file with access codes out of Processing Unit 1

BU I 8 w32 15 Datei, Rittal Giki-T
PU v S W2 15 Master, Rittal G
PUS-4 Cls'.23e, RITTAL Gihi
PUG-1 CU3AsY1.23e, RITTA
PUE-%1.31 RTT, RITTAL Qh-T

See the manual of the Processing Unit for 3 detailed description of the access file format.

Download access file from Processing Unit

—

Enter FTP-Name of PLL

Enter FTP-Password of PL:

Download file |

Upload access codes file to Processing Unit

Enter FTP-Mame of PLJ

Enter FTP-Password of PLL

T ] /
Show IP addresses
I Durchsuchen |
Logout |

‘ Upload file

Access file:

[&] Fertig

|

rrem-

@ 2004

RITTAL GmhbH & Co. KG
Auf demn Stitzelberg
D-35745 Haerborn

Phone: +49-2772-505-0
E-Mail: infogrittal de
Wieh: wenen rittal com

FRIEDHELM LOH GROUP

Enter the FTP name and
password for the PU:
(factory setting for PU II:
FTP Name: “admin”
FTP Password: “admin”
For PU I:

FTP Name: “cmc¢”

FTP Password: “cmc”)
Then confirm with
“Download file”.

A new window is displayed, in which you must click on "Save" and then select a corresponding location. After
the file has been downloaded, it can be opened and edited with the text editor of your operating system. When

you are finished, save the text file and upload it once more as described on page 44.

Dateidownload

@ Einige D'ateien konnen auf dem Commputer Schaden annichten.

x|

Wenn die Dateinformationen unten verdachbig auzsehen oder Sie
der Quelle nicht villig vertrauen, zolllen Sie die D atei weder Gffnen
nach speichern.

Dateiname:  accesscodes.txt
D ateityp: Textdatei
Yo 130.0.3.162

Soll die D atei gedffnet oder auf dem Computer gespeichert werden?

Otfren | Speichernl abbrechen

¥ wor, dern Offnen dieses Diateips immer bestatioen

Details..
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11 Operation of CMC-TC master by browser

» Tab - Images

= Displaying the Webcam photos stored in the master

The Webcam photos stored by
the master device can be
displayed in this tab.

You can configure the Webcams
under Admin -> Webcam
settings.

Statement of the period in which
the images can be displayed,
downloaded or deleted.

Selection of the regular or alarm-
controlled images.

First, second or both webcams. 10 images
are always displayed, in 2 columns of 5
images each. If both Webcams are
selected, 5 images each are displayed, the
first Webcam on the left, the second on the
right.

You can scroll forwards and back in
time in the images in the selected
Webcam with the arrow keys.

Images

1845 regularly saved images and 0 alarm event images on harddisk

Images actions

ime range; 11.08.2004 |08:43 o [11.08.2004 0844

mages tme & Regularly saved T Alarm event images

yﬁcamm use:  First © Secand * Bath

Show images Download images Delete images

120 Images found. Showing 21 to 30

With a left click on the image
you open it in the stored original
size in a new window.

i
Webcam1 11.08.2004 05:43:26

|
|
Wehcam1 11.08.2004 08:43:25 @ Wehcam2 11.08.2004 08:43:25 @

Previous images... Nextimages..

46
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» Tab - Images

= Download or delete the Webcam photos saved in the master

Images

1845 regularly saved images and D alarm eventimages on harddisk

Images actions

Time range; 11.08.2004 [08:43 gg|11.08.2004 |03:44

Images type: @ Regularly saved € Alarm event images

Wehcam to use: © First © Second © Both

Show images Download imaﬂ Deleteimages{ ThIS deleteslthe images in the above
selected period.

120 Images found. Showing 21 to 30;

Please wait while images archive is created...

| 2%

Wehcam1 11.08.20

Delete images archive

'Download images archive

Wehcam1 11.02.2004 034321 @ Wehcam2 11.02.2004 034322 @

You can download the images from the
selected period as TAR archive from the
master via Download images archive.

Webcam1 11.02.2004 094222

You can delete an individual image with
the red button.

1
Webcam1 11.08.2004 08:43:26 &

Scrolling forwards and back in the images
found in the stated period.

Wehcam1 11.02.2004 03:43.26

Previpus images... Mext images. .
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Operation of CMC-TC master by browser

= Tab - Alarms

= Definition of alarm conditions

48
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You can define in the Alarms tab how state changes at the sensor units should be processed by the master
device. A condition is created for each state to be dealt with or a combination of these states.

The first alarm condition "Standard
notification" is a standard routine that is
executed if events in the following alarm
conditions are not defined. The type of
notification and which actions should be
performed can be defined.

Alarm conditions created by the user.
They can also be changed or deleted later.

New alarm conditions can be defined
through the link Create new alarm
condition.

The alarm condition can be selected with the aid of
drop-down list boxes under Alarm condition. Only
options that are available in the hardware or sensible

Alarms
Name: Standard notification
Condition: Every uncombined eventthat is not specified otherwise
Hotification: Traplist (undefined), Logfile, Trapreceiver 182&3&4, Emailreceiver 18283&4 chanoe. .
Action: none change...
Hame: Bewegungssensor ALARM delete...
Condition: CMC-TC PUY - CMC-TC-If0 - Mation Sensar: alarm change..
Hotification: Relay Master, Traplist {(major), Logfile, Trapreceiver 182, Emailreceiv change...
Action: Digitalausgang EIN B
Name: Alarm - Wehcam aufzeichnen delete.
Condition: CMC-TC PUT - CMC-TC-I0 - Digital Cutput: on
Hotification: Traplist {informational), Logfile, Trapreceiver 182
Action: Digitalausgang EIN - Bilder aufzeichnen
Hame: Bewegungssensor OK
Condition: CMC-TC PUT - CMC-TC-fO - Mation Sensar: ok
Hotification: Traplist {undefined), Logfile, Trapreceiver 1582
Action: Digitalausgang AUS
Create new alarm condition
Alarm condition
logic device unit —=t@ate | ff
[cmcTCPUz ﬁcmc—m—mu =l[MotionSencar =]:[gem =] | &re Offered.

IEIF

logic

TCPU?  =]{cMC-TCHOU 7| [vandalism Sens x| [toohigh =]

day of weel date limit [dd.rmim.yy] time limit [hh:mm]

Jon =]]any

Je0:00 |45 05:00

IDn leaturday&SUﬂdﬁy j Iany

In the first part of the condition the "all changes" entry
is also offered in the state box.

ta Iany

Inot jlany

Add combination

=] |03.08.03 1ofoe0s0z || o]

Add time limit |

Sawve and continue... |

More complex alarm events can be defined with "Add
Combinations™. The can be linked with "AND / OR"
according to the rules of Boolean algebra. Negations
can be achieved by selecting the state.

Time limits can be set with "Add time limit". In the example above, a notification is made only at night and at
the weekend, but there should be no natification in the defined period of 3 days.
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= Tab - Alarms

= Definition of alarm conditions

The type of notification is defined in this window. With combined alarm conditions, the occurred state can be
described in the trap list with the name.

Alarm notification

O —— [Bewegungesensor ALARM 0.40] Activation of the alarm relay at the master
Relay Master ¥ enabled Na
Show in traplist W enabled  — . ;
Trap severity © priical ™ major © minor © informational © undefined & ggsgnltn trap list. .
D, % onabled y of the message in the trap.
Send to trap receiver Vi1 Wiz T3 [ a
Send eMail to recefver 1 M2 3 [ 4
Sendpopupmessagety/ [ 1 "2 3 [ 4 Entry in the log file. The log file can be
downloaded under Admin.
Sawve changes | Cancel |

/

Selection of 4 different trap, email and popup receivers. For these 3 types of message the receivers are set
centrally under Admin.

Alarm actions

An alarm action can be selected in the

| Digitalausgang EIN - Bilder aufzeichnen [ | drop-down list box under the last setting
[ Addanotheraction | (see page 57). Alarm events can be
created only by an administrator.

Sawve settings | Cancell

Notes:

- Actions and messages are triggered only if the determined condition according to which the alarm condition
was defined arises. There is no message and performance of actions for conditions that already exist at the
definition.

- The alarm relay of the master device is reset automatically if there is no longer a condition that should be
signaled by alarm relay.
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11 Bedienung CMC-TC Master uber Browser

= Tab — Admin

= General: Overview of administration page

/A RITTAL CMC-TC Master - Microsoft Internet Explorer

Datei Bearbsiten Ansicht Favorkten Extras 2
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Ezuick - = - @ At | @suchen [ElFavorten ¢4 | By b TP -

Adresss [&] hitps:j{130.0.2.213/login.hkml

=] @ wechselnzu | Links

=Tll=

RITTAL
TC Master DK7320.000
HW V112 SW V1.40_1a

Rittal-Controller

+ CMC-TC
PU11. PM-IT Riftershausen
PUIT, PM-IT Herbarn
PU12 PM-IT Rennerod
PU13., PM-IT Haiger

=>PUII 2, PM-IT Hamburs

Show IP addresses

Logout I

|

CMC-TC MASTER

General setup

User management

Alarm natification recemer
Remote shutdown settings
Alarm actions

Webcam settings

Logfile management
Overview page setup
Update connected devices
Firmware update

Metwiork configuration, Systern time, SNMP configuration, Telnet options
Usernames, Passwords, Rights

Addresses of trap receiver and email receiver

Setlings of remote Windows computers to shut down

Definition of possible alarm actions

Mumber of webcams, configuration, download of saved images
Download and clear lagfile

Set background image and position of devices for overview page
Update connected processing units to the latest release

Install new release of the CMC-TC Master firmware

&

[ [ [ [BE Lokales ntranet i

RITTAL

2002

RITTAL GmbH & Co. KG
Auf dem Stltzelberg
D-35745 Herborn

Phaone: +49-2772-505-0

E-Mail: infoi@rittal de
WWED: wnw rittal com

FRIEDHELM LOH GROUP

General: This tab is accessible only for users with administrator rights. Administrators can make general
settings that cannot be changed by users who only have write/read authorization, such as changing IP
addresses, creating and deleting users or loading firmware updates.

The individual functions are divided into different areas and are discussed in detail on the following pages.

GENERAL NOTE:
Changes that are made in ONE form section (e.g. in SystemTime Setup or SNMP configuration)
can be accepted only with the associated button (Change ...) in the same form section.

In this way the page is reloaded with the new settings.
Entries in other form sections on the page are lost and must be entered and confirmed
separately for each section.

This procedure applies for the entire ADMIN tab.
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= Tab — Admin

= General setup

AJ RITTAL CMC-TC Master - Microsoft Internet Explorer

Datei Bearbeiten  Ansicht  Faworiten  Extras 7

Operation of CMC-TC master by browser
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=101 x|

zuick ~ = - G at | Qhsuchen  [GFavoriten &4 | NS -

Adresse I@ https:/f130.0,3.162/login. html

j (o iechseln zu |Links

= ]I=

TC Master DK7320.000
HW V110 SW 140

Rittal-Controller

- CMC-TC

CMC-TC MASTER

Admin

IP Address: |130.0.3.162

Setting:
- Date
- Time

Netmask: |255.255.0.0

Change IP configuration

IP configuration
Default Gateway: IU.U.U.U

@ 2004

RITTAL GmbH & Cao. KG
Aufdem Stitzelbery
D-357445 Herborn

Phone: +49-2772-505-0
E-Mail: infoi@rittal.de
Weh: ww rittal.com

The time can also be
polled from an NTP
server. In this case,

Reload the weh page manually with the new [P address after changing these settings.
System Time setup

Date:lﬂ?-12-2995 [4d. L] Time:|1219?113 [hh:mm:ss] Timezone:|+1Amsterdam,BE'
Dam’ﬁtsavingtime Begin:|3-5-0 End: [T0.5.0  [mud (month 1. 123meek 1. 56 astyday 0. G00=sund 2]

FRIEDHELM LOH GROUP

you only need to enter
the IP address of the
server.

Foll time fram NTP server:l [IF Address]
SNMP configuration

Enahle SMMP access: W public Wirite cammunity. |public

System name: IEIektro S Bystem contact: Ikuehnke.b@l Systern location: IRittaI GrmbH ¢

Systermn description:  Rittal CMC-TC Master Ser. 0005¢ HW 110 - S W1 40

Change time settings |

Read cammunity:

| ]

Show IP addresses

Change SNMP configuration

Logout |

‘ Telnet imeaut minutes: |0

Tizlnet options

[0.100] [ Enable Telnet v

Change telnet options |

4

|@ Fertig

|

Setting:

- Activation of the automatic TELNET
interruption when there was no data
exchange within a period of x minutes.
When entry is "0" this function is
deactivated, there will be no automatic
interruption.

- Site location
Display:

Setting SNMP Configuration:

- Password Read authorization

- Password Write authorization

- Description of Master

- Contact person, e.g. e-mail or name

- Serial number, HW version, SW version

’_ ’_ E @ Interne\ v

Setting:

- IP Address of the Master
- Network address

- IP Router address

Note: The settings are accepted only after
activating the button “Change IP
Configuration”. Restart of the master is not
required. You have to register with the new
IP Address by browser at the master.
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= Tab — Admin
= User management

Admin

Leave passwaord field empty to keep the password settings of existing users.

1 |Mame: admin Passwaord: I read  write ™ Admin [ Delete User  Change

1 - . o ;

P Marne: rittal Password: I read * write © Admin I Delete User  Change

3 [Mame: husky Password: | Cread © write * Admin [ Delete User  Change

3 |Mame: ade Password: I Cread  write © Admin [ Delete User  Change
Mame: moz Password: I rpad ¢ write © Admin [ Delete User  Change
Mame: net Password: I Cread © write  Admin I Delete User Change
Mame: erster Password: I rgad © write © Admin [ Delete User Change
Mame: daniel Password: I “read ¢ write © admin I Delete User  Change
Marne: read Pagsword: I @ read { write © Admin I Delete User Change
Mame: write Passwaord: I “read ® write © Admin | Delete User  Change
Marne: rosenthal Password: I read ¢ write © Admin I Delete User  Change
Name:l Password: I Coread © write © Admin Add

I

Setting of the access authorization for max. 100 users can be made only by a user with administrator
rights.

Note: Leave the password fields of the other users empty, as they could be altered after confirming 'Change’.

- Procedure for creating a user:
1. Entry of the name and of the password under which the user should be logged in.
2. Selection of the authorization. There are 3 possibilities:
1. only reading (read)
2. reading and writing (read/write)
3. admin

- With admin rights one can make all settings with the two first authorizations (read and read/write)
you have no access to the Admin tab.

- Users with a read/write authorization can make the same settings as an administrator in all tables
(apart from Admin).

- Users who have only a read authorization can not access the Images tab or the Admin tab. They can
only "observe", i.e. they cannot confirm or delete any traps, change states at the connected sensor
units, create or change alarms, etc.

3. The settings are accepted and the user created with the Add button.

- Procedure for changing the setting of a user:
- The name under which a user logs in cannot be changed. If it should be changed, a new user is created
with the required name and the old user is deleted.
- The procedure for changing the other data (password and authorization) of a user is the same as for
creating a new user. The changes are accepted with the Change button following the relevant user.
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- Procedure for deleting a user:
The check mark after Delete User is set after the user to be deleted and deletion is confirmed with Change.

Recommendation:
Change the default setting for safety reasons. For further details see I 1 -> Logging in to the CMC-TC

Master

User login settings
IV Allow multiple readhwrite users logged in HTTP session timeaut: IU min [0..1440; 0: disahble]

v Allow relogin with the same user name {previous session will be replaced inthis case)
Change settings |

In the "User login settings" box, you can specify whether several users or only one user may be granted access
to the HTTP page at one time. You can also specify how long a user may be logged in for a single HTTP
session. Entering the number "0" means: Access without time limitations.

You can similarly decide whether a user can log back in under the same name after logging off.
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= Tab — Admin

= Alarm notification receiver

Predefined alarms can be sent to the trap, email and popup addresses stated here. The setting of which
alarms to whom and in which form they are sent can be made in the Alarms tab.

Admin

Trap receiver configuration

4 different trap receivers can be

IP Trap Recetver 1: [1300.2.232 Enahle: [ <€ allocated and activated or deactivated

IP Trap Receiver 2: [1300.2.233 Enable: @ through the IP address of the receiver

IP Trap Receiver 3: |D_D.D.D Enable; [~ PCs. The chapges %re accepted with
, Change configuration.

IP Trap Receiver 4: |E|,|J_E|,D Enahle: [~

Change configuration |

eMail server configuration Enter the IP address of the e-mail

output server.

IP of SMTP Server: | < This setting is a prerequisite so that

| entered mail addresses under eMail
receiver configuration reach the

Change eMail server configuration

receivers.
email Address 1 |mustermann.k@meinefirr Enable: F( 4 different email receivers can be
ehail Address 2: | Enahle: [ entered and deactivated or activated.
eiail Address 3; | Enable: [~
ehail Address 4 | Enahle: [

Change configuratian |

Windows popup message receiver configuration

Ip addrass 1 [13002.234 Enable: v <€ Upto 4 diffgrent PC popups can be
sent. Sending to the different IP

Ip address 2: Enable: .

bt | v addresses can be deactivated or

P BEIESE & | Enable: [~ activated. To guarantee the receipt of
Ip address 4. | Enable: [~ popups, the messenger has to be

o started on every receiving PC first.
Change configuratian
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Tab — Admin

Remote shutdown settings

Operation of CMC-TC master by browser
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You can create various configurations with this dialog for shutting down the server or PC through the master.
You can select these shutdown settings in the alarm configuration in the last window under "Alarm actions".

Admin

Description: Shutdown HL-Server delete /
Type: Windows; lp: 192.168.200.13; User: Administrator, Damain: WORKGROUP; Delay: 60s; change. ..
Force: false
Message:

Test

tisch

Das System wird wegen gefahrlicher Umgebungsbedinung

You can again change, delete or test the
different shutdown configurations. In the
test the set computer is shut down.

heruntergefahren.

Create new shutdown setting <

You can create new shutdown
configurations through this link.

Remote shutdown setup

Select the operating system: Linux or
Windows.

Windows MNT S 2000 %P and Linux computers in the network can be shut dow) — |
Shutdown type: “ Windows " Linux

Designation of the server or PC.

IP Address of the computer

User name, password and domain of the
taraet computer.

Description: I (—/ |
IP address: I— -

User name: I—

User password: I— (

Domain name: I—

Delay time: IBD— s € —

Message: |

Time delay before the process is triggered.

Force closing of applications: . ves

Save settings | Cancel —

Force shutdown of the applications. Note:
Files that are not saved are lost.

Remote shutdown test

You can test a shutdown configuration with
"Test". You can shut down the target
computer with "Initiate shutdown". The
shutdown can be aborted with "Abort
Shutdown".

To testifthe remote shutdown ofthe selected PC works with this settings hit the buttons below.
Ifthe remote shutdown could be initiated you get a carresponding message on the remote PC.
Settings: Type: Windows

Description: Shutdown HL-Server

IP address: 1892.168.20013

User name: Administrator

Domain: WORKGROUP

Delay time: 60 =

. Dias Systermn wird wegen
RleSSanEs Umgehungsbedi 0 autormatisch heruntergefahren.
Force: false

Initiate shutdown Abaont shutdown | Cancell
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= Tab — Admin

= General information on the shutdown of computers

- Shutdown for Windows operating systems

There is an interface for network-assisted shutdown of Windows systems for Windows 2000, XP and the server versions. A precondition for
using this interface is that the following system services are running on the system to be shut down:

- File and printer enable

- Workstation service

- Server (RPC support)

- Remote procedure selection

Finally a user account for which a certain system right with the designation "Forcing the shutdown from a computer system" is set must be
available.

Note: /f the remote shutdown doesn’t work with Windows XP, you need to change the following settings (please process step by step):
1. click “Start” button

select “run”

insert “emd” and click ok

insert “Secpol.msc /s” and press enter

select ,Security Settings“ from the left panel

double click “Network access: Sharing and security model for local accounts”

select “classic” from the

pull-down-menu and click ok

System reboot

©CONOGORWN

- Shutdown for Linux operating systems

In Linux systems the shutdown is not as in Windows operating systems through a standardized RPC interface. Instead, a program that
performs the shutdown is selected locally on the Linux system by SSH access. Since a shutdown can be occasioned normally only by the
"root" administrator, a selection with which an arbitrary user can execute a program with administrator rights was selected. The "sudo"
command was used for this purpose. The following preconditions are necessary so that a shutdown can be performed successfully.

- An SSH service through which a user can log in from the CMC-TC master device must run on the Linux system.

- The user who should initiate the shutdown must have the authorization to select the "/sbin/shutdown" program through the "sudo"
command.

- The "sudo", "echo" and "/sbin/shutdown" programs are required locally on the relevant computer.

The command to shut down the Linux system looks as follows:
echo [password] | sudo —S —b /sbin/shutdown —h +[delay time]'[message text]

The command for aborting a running shutdown process is
echo [password] | sudo —S /sbin/shutdown —c

To enable access from the CMC-TC master device to the system to be shut down, the fingerprint of the relevant Linux computer exchanged
at the log-in must be known to the master device.
This precondition is fulfilled as follows:

If the data required for the shutdown process have been entered by the administrator through the web page of the master device, it is also
possible to test the shutdown process through the web page. A shutdown process can be initiated and aborted again by mouse click. If it is
found in this test that the fingerprint of the Linux system is unknown, it can be registered permanently after inquiry by the master device.
Only then can the shutdown process be performed alarm-controlled.

Note: The "sbin/shutdown" program possibly disables the login of users before the shutdown is executed. In this
case the shutdown process of the master device can no longer be aborted, since the master device no longer
has any possibility of connection to the system. This also applies to the test of the shutdown settings.

It can be that the possibility of logging in from the outside is not disabled immediately after the start of the
shutdown process, but only some time after the actual shutdown takes place. Therefore, if the abort of the
shutdown process initially functions, this is no guarantee that the process can be aborted in every case.
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Tab — Admin

Alarm actions

Operation of CMC-TC master by browser
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Alarm actions that can be incorporated in alarm conditions in the Alarms tab can be created here.

Admin

Individual alarm actions can be
deactivated or activated again with
disable and enable.

Individual alarm actions can be neither
changed nor deleted.

Hame: Digitalausgang EIN delete

Action: CMC-TC PLT - CMC-TC-I0 - Digital Output: switch on change...
Status: enabled disah|e-e€—
Hame: Digitalausgang AUS delete

Action: CRMC-TC P - CMC-TC-IO - Digital Qutput: switch off changex
Status: enabled disable

Hame: Digitalausgang EIN - Bilder aufzeichnen delete

Action: Wehcam?2 save images change...
Status: enabled disable

Create new alarm action e

New alarm actions can be defined
through the link Create new alarm
actions.

Alarm action

oy

name device action

Select a device, e.g. Master with
webcams, remote computer shutdown, a
PU where an access unit with a door is
connected or a digital output.

%
Digitalausgang | Test Rittal 'i IWebcamE j Isave imagesj

Sawe action definition k

Save the defined alarm action

Eeturn to action averview paQE\

Cancel and return to the overview page.
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= Tab — Admin

= Webcam settings

Period duration in which the Webcam selection. None, the first Activating or deactivating
images should be stored. webcam that is recognized or both. storage of the images of
The settings to be made apply for both the webcam.
: webcams.
Number of images per
webcam limited to 10000. Admin Period over which the
The number of images to images should be
be stored is calculated recorded before they are
from the periOd duration Webcam config' ation overwritten again.
of the exposure and the Mumber of connected Webcaing: C none € aney$7wo (max)
period to be recorded.  ~gae gl mases e aung onds masetemes | Configuration of the FTP
Storage intel 5 525 ] server:
Keep images in time rangs [T20 511 min . 5000 min) 1. IP address of name;

Approximate number of images: 1::“] perwebcam[{fl..wtltltl] 2 FTP user and password;

e SIEe: 320240 pixel ' G4 0480 pivel . .
Selection: Resolution of Store images to; & Lgcam;ddisk o Ftp_gewir  Both 3. The path in which the
the stored image size | Lesrsarer EGE images should be filed.
and storage location. Fip User Name [T — Note: The sub-qlrectory
The hard disk of the Fip User Password: e < must already exist because
master, a FTP server or Path on Ftp-Gerver [oged | no new sqbdirgctory can be
both storage locations Delete old images on fip server: I created with this software.

can be selected as

Images to save as alarm action: IS_ L
storage location. {oniyi
{Cnly if saving ofs{ngle images i
Number of images that 5T alam action images fo: Loeal Harddisk INEp- Deletion of the images after
can be stored after a EIEE ElErT EIER BIEE i3y [0.400] (0: dNgt delete) the set period on the FTP
triggered alarm (max. Delsts alarmmagesunnpsgwﬁk server.
200). For this purpose the [__Opénge wehc confighigion__|
check mark above for Number of images that are
storing the images of the stored before an alarm (max.
webcam must be set. 50). Functions only with the
images stored on the
master.
Storage location for alarm images that are Deletion of alarm

triggered by the alarm action (Admin tab, Alarm | | images on the FTP
actions link). Can be selected between the hard | | server after the set
disk of the master, the entered FTP server or time (in days).

both devices.

Deletion of the alarm images
after a settable time.
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= Tab — Admin

= Webcam settings

Download images from Harddisk in a single archive file

1st step: Create image archive

Regularly sawved images Alarm action images

2nd step: Download the ‘images.tar'-file

Download archive

3rd step: Delete image archive

Delete archive |

4th step: Delete images (optional)

Regularly saved images Alarm action images

Instruction for saving the camera images from the hard disk of the Master via HTTP:

Note:

The file extension of the file “images.tar’ must not be changed, otherwise there might be reading

problems. The name of the file, however, can be changed.

1. Choose between the buttons “regularly saved images” and “alarm images”. The images are packed
automatically in an archive. Depending on the number of images, e.g. for regularly saved images up to
20000 images (10000 each per webcam), the process can last several minutes.

2. The packed file is transferred to the previously mentioned subdirectory via the network connection by
HTTP. The name of the file (images.tar), however, can be changed.

3. After the transfer has been completed the packed file “images.tar” can be deleted from the hard disk of
the CMC-TC Master. There is no further security check.

4. The saved images (regularly saved images or alarm images) can be deleted.

Note: It is possible that the browser does not download the archive directly from the Master unit but retrieves
an already loaded archive in the browser cache. If you notice that during a download an old archive is loaded,
clear the cache of the browser and repeat the download.

When using the Internet Explorer you can clear the cache via the menu Extras -> Internet options with the
button “Delete files...”.
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= Tab — Admin
» Logfile management

The logfile is a text file in which all traps are listed. In addition alarms can be recorded in the
logfile if this was selected in the alarm configuration. The logdfile is not deleted on switching off or
restart of the master.

Displaying the logfile. The latest entries stand below in the logdfile.

You can download the logfile and save it
on the hard disk with the Download
logfile button. You can change the file
name as desired, e.g. to "Logfile.txt".
You can then open the not renamed
Download logfile | < "cgibin" file with a text editor.

Show logfile |

Clear logfile | < Deleting the contents of the logfile.

= Qverview page setup

Configuration page for the Overview tab

An image can be loaded for the

. overview page on the master with this
box. You can enter the path manually or

~select an image on the hard disk with
Browse.
The selected image is replaced by the
current image with upload.

T T e T This box indicates the absolute position,

e[z wfsa taking the top left corner as the zero

PostionofPU3  x[351  w|aiz g "point. If a position specification is

changed, the corresponding unit is
moved to the new position. The position
changes are confirmed and accepted by
clicking on Save. Alternatively, the
position can be changed by clicking
once on the PU concerned. A second
click then defines the new position to
which the PU is to be moved.

Sawve
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Admin

= Update connected device

Function to update the connected PUs. To ensure that no conflicts can arise with the master, PU | must
have at least firmware version 1.21. If the version number of PU | is greater than or equal to V1.23 or that
of PU Il greater than or equal to V2.15, the status "no" will be displayed under "Update".

Admin

Please initiate a software update for the marked devices.

Device Name Device Location Device IP Yersion Update
PU1 -4 AUsW 238 RITTAL GM-T 182 168.40.1 Y123 no
PUII-¥2.15 Datei RITTAL GM-T 192.168.40.2 Y215 no
PLUINSYY %215 Datei Rittal Qm-T 192.168.40.3 Y215 no
PLU IV 8442 15 Master Rittal Qm-T 192.168.40.4 Y215 no
PUS- 4 CUsY1 238 RITTAL GM-T 192.168.40.5 Y1.23 no
PUE-1CU3AUsY1 238 RITTAL GM-T 192.168.40.6 Y1.23 no
PLUE-%1.31 RTT RITTAL GM-T 192.168.40.8 Y131 . no

You reach the Update dialog with the “Update”
button of the selected PU.

The new firmware is loaded on the PU through
FTP. User name and password must be
entered for this.

Please enter the following information to perform the update So that the changes can be accepted, the PU
must be reset. This is done through Telnet.
Enter Telnet user name and password.

Note: Telnet and FTP user name and
password can be different.

Enter FTP-Marme of PL:

Enter FTP-FPassword of PL:

Enter Telnet-Name of PL:

Enter Telnet-Password of PL:

1

Ferform update...
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I1 Operation of CMC-TC master by browser DK 7320.000

= Tab — Admin

= Firmware update

Download the firmware update from the Internet and unpack it into a separate directory.

For a firrmware update of the CMC-TC Master unit the following steps are
necessary.

1st step: Activate TFTP-Server of the Master unit
[ TFTP-Server state (checked if already enahled)

Change TFTP-Server setlings

2nd step: Upload the "update.tar.gz"-file to the
master unit via TFTP

Jrd step: How the update file can be set up.
After that the master will automatically he rebooted.

Setup update and reboot

First step:
Activating TFTP server on the master device:
Set check mark and confirm with Change TFTP-Server settings.

Second step:
Open the input prompt in Windows. Load the update file by TFTP on the master.
Switch to the directory containing the unpacked file.

/ Enter IP address of the Master

Command:

tftp —i 192.168.30.100 put update.tar.gz

Third step:
Install the update and restart the master using the Set up update and reboot button.
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J 1 Software functions DK 7320.000
ltem: | |To-Do Software option Value |Work's _
- range default £
2E setting E |E |,
S8 2l |8
=8 g |s |3
S¥ |8 |a
0 Loain
0.1 Querv User name Sectablebelow 1@ |@ |@
0.2 Querv Password Seetablebelow | @
1 Network confiauration
1 [1.1.1 |Settina IP_Address 192.168.30.100 |@ (@ |@
2 [1.1.2 |Setting IP_ Subnetmask 255.255.255.0 (@ |@ |@
3 [1.1.3 [Settina IP Router 0.0.0.0 o |0 (o
4 1.2 Settina IP Trap Receiver address 1-4 0.0.0.0 e o o
5 1.2 Activate IP Trap Receiver address 1-4 disable e o o
6 1.3 Activate Access exclusivelv throuah SNMP disable e o o
7 |1.4  |Activate TFTP disable e @ |o
8 [1.5 Settina Read Communitv [character] 0..20  |public e | o
9 |1.6 Settina Write Communitv [characterl 0..20  |public o |0 (o
10 (1.7 Settina Svstem name [character] 0..40 o |0 (o
11 (1.8 Settina Svstem contact [character] 0..40 e |0 (o
12 1.9 Settina Svstem location [character] 0..40 e |0 @
13 [1.A__|Chanae Passwords user [character] 3..20 e o o
14 |1.B  |Settina Telnet shutdown function timeout [minl Eraee enable @ |@ |od
15 [1.C_ [Settina Telnet access 0..100 |0 o |0 (o
16 [1.D _ [Svstem boot Accept updated values nofyes |no e @ (o
2 Branching to Telnet menu of Processing Units
Table Factory settings for user name and passwords
Username Password Encryption
Hyperterminal cmc cmc -
Tera Term cmc cmc -
Browser — User rittal rittal 128 Bit (SSL)
Browser — Administrator | admin admin 128 Bit (SSL)
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K1 Fault messages Master Unit DK 7320.000
ltem: Fault Fault Cause ... Who? Remedy
because ...
1|LED active/alarm [No operating Power supply unit not connected or © Connected power supply unit, see
“off” voltage unit cable damaged Appendix E 1 Electrical connection:
CMC-TC master unit, or replace unit
cable.
2|LED Processing |Processing unit [No Processing Unit connected © Connect Processing unit, see Appendix
Unit “off” not detected E 3 Preparation of the CMC-TC
Processing Units for operation with the
Master
3|Link/Traffic LED |No network Network connection cable missing or © Plug in or replace network connection
“off” connection network connection cable defective cable.
See Appendix E 1 Electrical connection:
CMC-TC master unit
Different IP address © Make sure that the stated IP address in
IP address the browser agrees with that in the
IP Subnet mask: master, if necessary correct IP addresses.
IP Router See Appendix F 1 Check list
Commencing Operation and
| 1 Operation by browser
Detection of the CMC-TC in the
network environment — Test selection
of the CMC-TC:
1. Open input prompt
2. Enter command ping with IP
address of the CMC-TC master
unit, e.g. ping 192.168.30.100
3.  Wait for answer, approx. 10

Symbol: seconds Master answers, is
detected OK master does not

© authorized user © 1. Wrong IP address, check
% network administrator answer then ... © |2.  No network connection between
master and PC workstation, check
¥ |3.  Network faulty, test
4|No access rights |User login is not |User name or password wrong © 1. Enter user name or password again
recognized © 2. Check whether the passwords were
changed by the Administrator of the
Master Unit.
5 Wrong com- The entries of the read authorization % Test the entries of the “ready community”
munity entries “read community” or of the write or of the “write community” through
(SNMP-enabled) |authorization “write community” do not hyperterminal or TELNET with the settings
agree of the SNMP management software,
see Appendix J 1 Software functions

Note: The notes in Appendix E 3 Setting up the CMC-TC Processing Units for
operation with the master must be complied with absolutely, since otherwise it will not
function.
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