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Introduction

All data of a company converge in a data centre. Such data are forwarded or
saved there. Because the data centre forms the central core of each company, a
monitoring is important. Various manufacturers offer enclosure and room
monitoring systems. There are two basic types of monitoring systems: compact
and modular monitoring systems.

The acquisition of an enclosure or room monitoring system requires a detailed
planning. The questions what is to be monitored and how must be answered.
Once these questions have been resolved, the system can be selected.

Data centres are not always monitored 24-hours a day by personnel. The system
administrators would like to monitor the data centre remotely and want to be
informed immediately of any changes.

In addition, the data centre should monitor itself. For example, if the temperature
in a data centre becomes too high, the individual servers can be shutdown in a
controlled manner.

As mentioned previously, the servers contain important data that may not be
deleted. To ensure this, the manufacturers provide an access control that
registers each entry in the room and each access to the enclosures. The access
control can be set so that the enclosure doors can be configured for specific
employees. This means some employees may open only the front doors while
other employees may open only the rear doors.

If a technical fault causes fire, an extinguishing system can be activated
automatically; the fire brigade will also be informed.

The following pages show the individual enclosure monitoring systems.
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2 Compact monitoring system

For compact enclosure monitoring systems, the main units, except for the
sensors, are installed in a housing. An LED or a status display is normally
located on the front side. The power supply unit is often located in the housing.
The sensor and actuator connections, the network connection, the serial
interfaces and the mains connection are located at the rear. The sensors and
actuators are to be connected using either plug-and-play or with screw terminals.
The number of connections and the connection possibilities vary from
manufacturer to manufacturer. It is very important to know what and how many
sensors are to be connected. If the enclosure monitoring system is chosen too

small, an additional system will be required.

2.1 Connection possibilities of the compact monitor

ing system

The connections for the various sensors, the communication interfaces (RJ45,
RS232) and other connections, such as loudspeaker, microphone, camera, etc.,
are located at the rear of the compact monitoring system. The connections for
the sensors are provided either as screw terminals or as plug-type contacts. An
integrated 10/100 BaseT interface is used for the communication and
administration of the enclosure monitoring system. The RS232 interface is used

for the local monitoring and administration.
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3 Modular monitoring systems

The planning of a modular enclosure monitoring system is relatively simple. It
consists of a so-called control unit. Various sensor units, such as an access or a
climate control unit, can be connected to this control unit. Various sensors
configured on the control unit can be connected to these sensor units. No
extensive and cost intensive effort is required to expand the enclosure
monitoring. If a connection is free on the control unit of the modular system, only
an additional sensor unit needs to be connected. If, however, the control unit is
completely equipped, an additional control unit is required. A master is required if
you want to link the control units with each other.

The modular system has the advantage that the functions required for the
monitoring application can be customised flexibly.
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Connection possibilities of the modular monitor ing system

For connection to the data centre, the master has a network interface (RJ45)
used for the monitoring and administration of the monitoring system. The master
also provides several interfaces for connecting the control units.

The control unit has a network interface (RJ45) for connection to the data centre
(if a master is not required). The device also provides several connection
possibilities for the sensor units.

The modular monitoring system has various sensor units to satisfy the monitoring
requirements.

Sensor types

Various sensors are available for the enclosure monitoring systems:
Temperature sensor
Humidity sensor
Analogue sensor
Access sensor
Vandalism sensor
Air flow sensor
Smoke detector
Motion detector
Digital input module
Digital relay output module
Voltage monitor
Leakage sensor

Fan sensor
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5 Access possibilities to the monitoring systems

The access possibilities to the monitoring systems can be established both locally and
remotely for many models. Some monitoring systems have a local interface in order to
perform the administration directly on the device. The connection via a 10/100 BaseT
interface (RJ45) to the network has the advantage that the administration or the
monitoring of the system can be made remotely.

The SNMP (Simple Network Management Protocol) is available for this purpose. It is a
protocol that can be used to remotely monitor or administer individual active network
components.

The access via Telnet or SSH also allows a remote administration of the initial settings.
TFTP (Trivial File Transfer Protocol) can be used, for example, to load log files from the
monitoring system.

6 Means of transferring alarms

For many enclosure monitoring systems, one or more alarm relay outputs are installed.
They are used for the optical or acoustic alarm signals. The alarm output relay can also
be connected to a fire detection system.

SNMP (Simple Network Management Protocol) is used for the standard transmission of
messages and alarms. This protocol allows messages to be transferred to an existing
central building control system (SNMP-OPC) or to an e-mail server. The messages and
alarms are called, among other terms, traps. The monitoring system can use the so-
called traps to send, without being requested, a message to the management system,
for example, to the central building control system, to an e-mail server or as SMS using
a GSM unit.

7 Autonomous intervention of monitoring systems

Almost all monitoring systems permit an autonomous intervention. An example:

A server enclosure is constructed with various types of servers. A climate control unit, a
temperature sensor and a monitoring system are installed in this server enclosure.
During operation, the climate control unit fails and the temperature rises in the
enclosure. Because the various servers in the enclosure have a specific limit
temperature, the monitoring system can be configured so that shortly before reaching
the limit values, the individual servers perform an orderly shutdown. This permits an
independent monitoring that does not require any intervention from an administrator.

Page 7/7



